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Now in the wake of the 21st century, technology does 

not seem to be about globalization anymore -now 

taken for granted-, but about decentralization. If 

globalization revealed that as a planet we are 

centripetally connected, decentralization now 

confirms that we are centrifugally hyper-connected.

As legal practitioners, not only are we challenged by 

the concept of decentralization, but we also need to 

reassess the legal nature of time-honored institutions 

like currency, securities, agreements, property, justice.

Cryptocurrency is probably the most popular 

utilization of decentralized technology, but it has not 

been equally regulated in all jurisdictions however 

popular it might be. And even in those jurisdictions 

where it has, it has been assimilated -from a regulatory 

perspective- to securities, currency, or generally as 

goods.

This guide intends to be a snapshot of the current 

cryptocurrency regulations in some of the countries 

that are represented at The Law Firm Network. It does 

not intend to be legal advice and readers are 

encouraged to contact the local law firm for further 

information or guidance. 

Exactly thirty years ago, two researchers outlined the first idea of a system where document 
timestamps could not be tampered with. But it was not until a little bit more than ten years 
ago that the world heard about blockchain technology. 
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Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

There are currently no regulations or legislation dealing with cryptocurrency in Argentina as a whole. Different State 

agencies have, however, addressed cryptocurrencies and crypto assets in the context of their specific competencies. We 

list them below:

a) Argentinian Central Bank (BCRA): on May 2014, the BCRA published a report regarding potential risks of using 

cryptocurrencies. The BCRA reported that “virtual currencies are not issued by this Central Bank or by other international 

monetary authorities, therefore, they do not have legal tender, nor do they have any backing”. In addition, the BCRA points 

out the high volatility of cryptocurrencies' prices and that their use has been linked to money laundering and fraud. 

Furthermore, in regards with the exchange market, the BCRA has in 2019 established that the issuing entities of credit, pre-

paid and debit cards must obtain prior authorization of the BCRA to send payments abroad when such cards are used to 

acquire crypto assets in certain transactions. In 2020 the BCRA stated that crypto assets are to be regarded as external 

liquid assets. 

b) Inclusion in the income tax law: since 2017 digital currencies are included in the scope of the national income tax law. 

Thus, the result of disposal of digital currencies is subject to income tax. 

c) Money laundering regulations: the Unit of Financial Information (Unidad de Información Financiera) has since 2014 

established that certain entities, mainly financial, are obliged to strengthen their level of control of transactions involving 

crypto currencies. Such entities are as well to report these types of transactions. 

d) On its turn, the Securities Exchange Comission has refrained from regulating, but in May 2021 has issued a warning to 

the public concerning crypto assets and initial coin offerings (“ICOs”), together with the Central Bank. These entities 

addressed potential risks and advised the public to adopt a prudent approach towards crypto assets, taking into account: 1) 

that they are not legal currency in Argentina 2) their volatility 3) potential operational problems, such as hacks 4) the lack of 

guarantee backing up transactions involving crypto assets 5) lack of information and transparency by providers 6) risks of 

money laundering, financing of terrorism and breach of currency exchange regulations 7) the transnational nature of these 

transactions. 

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

There are currently no specific regulations or legislation for entities or operators that provide services relating to 

cryptocurrency in Argentina. However, the following must be noted:

a) Revenue Agency (AFIP) Resolution No. 4614/2019: it provides a specific regulation for the management and 

intermediation services of virtual accounts, virtual wallets, investments, and financing. This resolution also establishes an 

information regime. 

2 QUESTION

1 QUESTION

AUTHORS GONZALO OLIVA BELTRÁN, Partner

Barreiro. Oliva. De Luca. Jaca. NicastroLAW FIRM

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

The legislation mentioned in Q1 and Q2 above is continuously reviewed and adapted to meet current and future 
requirements.

3QUESTION
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Nonetheless, the term cryptocurrency is not used by the AFIP, but instead the term “digital currency”. In this way, electronic 

money can also be included in the definition of digital currency.

b) Argentinian Consumer protection Law (No. 24.240): due to the type of service offer by wallets and exchanges, the 

consumer protection law applies to entities or operators that provide services relating to cryptocurrencies. 

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

The regulation in force concerns mainly the financial, tax, and exchange aspects of transactions involving crypto 

currencies. Hence, all other aspects that could surround cryptocurrencies (such as civil law aspects for instance) remain 

unregulated. 

3QUESTION

Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

The bodies responsible for enforcing the applicable laws and regulations are the issuing bodies. In general, they can 

establish administrative fines, warnings, suspensions, closings, and prohibitions.

4QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

As explained in Q1, the BCRA considers that cryptocurrencies have no legal tender nor do they have any backing in 

Argentina. Government agencies have warned the public of potential dangers of operating with cryptocurrencies, and 

regulated specific areas surrounding them. However, we can affirm that a great share of the transactions, activities, and 

aspects of cryptocurrencies and assets still remain under the scope of the principle of legality in Argentina. This means that 

what is not prohibited by law is to be allowed. Thus, until a more comprehensive regulation is enacted, many aspects will be 

subject to interpretation on a case-by-case basis. 

5QUESTION

How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

The only definition of “cryptocurrency” found in the Argentinian ecosystem is that of the Unit of Financial Information in 

Resolution No. 300 of 2014. The Unit defined them as “the digital representation of value that can be object of digital 

commerce and whose functions are the constitution of a means of exchange and/or unit of account, and/or value reserve, 

but that are neither legal currency, not issued, nor backed up by any country or jurisdiction”. This definition is to the effects 

of the Unit´s resolution and not one of general application.  

6QUESTION
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Up to now, Argentinean Courts have not elaborated any judgment specifically defining cryptocurrency neither. However, a 

2018 decision by a district Criminal Court (Cámara del Crimen Nro. 3 de Resistencia) interprets the theft of ethers from a 

wallet´s user as a crime concerning the user´s assets. The Court found that through the use of hacking and a VPN, the 

accused had “provoked the transfer of an asset with economic content (virtual currency) in detriment of the victim´s 

patrimony…”. In the same decision the Court labels the ethers as “data” equivalent to a certain amount of US dollars being 

illegally transferred to the hacker. 

How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

There are no general definitions of these terms under Argentinean law or regulation. 

As for ICOs, the CNV has stated that ICOs are high risk speculative investments and should only be invested by an expert 

on the subject. The CNV does not exclude ICOs from its regulatory spectrum and each specific case will have to be 

examined to define the issue. On December 2017, the National Securities Commission (CNV) published on its website a 

statement. This statement warns the investing public about ICO's operations and specifies the following risk for those who 

chose to invest in these instruments: (i) no specific regulation; (ii) price volatility and lack of liquidity; (iii) potential fraud; (iv) 

inadequate access to relevant information; (v) early stage projects; (vi) technological and infrastructure failures and (g) 

transnational nature of negotiations.

7 QUESTION

Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

Cryptocurrency trading platforms are not subject to a specific regulatory regime in Argentina, other than specific 

information obligations before the Revenue Agency. 

These platforms do not have to be registered or licensed by a regulatory authority.

Cryptocurrencies are not considered as money or currency under Argentinian law. 

8 QUESTION

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

Resolution No. 300/14 of the Financial Information Unit (UIF) acknowledges that virtual currencies represent a global 

expanding business that has been gaining economic relevance over the last years. This said, the UIF explains that the use 

of virtual currencies involves a series of risks for the prevention of money laundering and terrorist financing. The UIF 

decides that specific entities must report operations with virtual currencies.

There are not further resolutions of the UIF regarding this matter.

9 QUESTION

7



Is there any bill in process in your jurisdiction regarding cryptocurrency?

There are four bills pending at the moment; three at a national level, and four at a provincial level.

At a national level, both the Government´s party and the opposition party have filled bills at the Congress, aiming to push for 

a comprehensive regulation of transactions involving cryptocurrencies. Further, one additional bill proposes that salary 

and fees paid for the export of services from Argentina be allowed to be paid in cryptocurrencies. This proposal aims at 

neutralizing the loss of purchasing power of remuneration in Argentina. 

Locally, the province of Misiones has pioneered in the filling of bills concerning cryptocurrencies. The novelty in this case is 

that the bill filled by one deputy pursues the creation of an exchange itself. 

10QUESTION

Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

There are currently no specific regulations or legislation dealing with blockchain in Argentina.

11QUESTION

Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

It is uncertain for how long Argentina will continue in the path of specific regulation, mostly oriented to the financial aspects 

of cryptocurrencies. It is to be noted that exchanges and local companies claim for a clear regulation that contributes to 

managing the risks of their activity. The expectation from these entities is that the regulation be discussed jointly with the 

authorities, and that it ultimately contributes to the growth of the industry. 

12QUESTION

ARGENTINA
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INDIA

9

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

Presently, cryptocurriences are unregulated in India. 

India's central bank, the Reserve Bank of India (the “RBI”) through its circular dated April 6, 2018 (the “Circular”), banned all 

banks and financial institutions from dealing with or providing services to entities dealing with virtual currencies, including 

cryptocurrencies and cryptoassets. While the Circular effectively stopped the interchange of virtual currency to fiat 

currencies, it did not prohibit peer to peer platforms that did not require the conversion of virtual currency.

The Circular was subsequently challenged before the Supreme Court of India, and set aside by way of a judgement dated 

March 4, 2020. Therefore, there currently exists no regulatory or legal framework governing cryptocurrency in India.

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

As stated above, cryptocurrency is currently unregulated in India and therefore it is not possible to obtain any 

cryptocurrency-specific licenses or approvals from any governmental authority. 

Subject to the nature of the services being offered, entities and operators may require additional registrations/licenses 

from regulatory authorities. For example, if the services being provided are in the nature of banking and insurance, they 

may require the approval of the RBI or the Insurance Regulatory and Development Authority of India. 

1 QUESTION

2 QUESTION

AUTHORS AMIT KIRAN, Partner

Poovayya & CoLAW FIRM

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

As stated above, pursuant to the judgement of the Supreme Court, all aspects of virtual currencies, from mining to trading, 

presently remain unregulated. 

3 QUESTION
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Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

As per the Indian Constitution, the issuance and regulation of currency, coinage and legal tender falls within the exclusive 

domain of the Central Government, and as such, to be recognised as valid legal tender, such currency is to be issued or 

authorised by a valid central government legislation or ordinance. 

The RBI remains the apex authority for the formulation, implementation and regulation of the monetary policy and banking 

in India, and as such, the RBI has a broad range of powers, including the ability to issue, regulate, restrict or ban the 

circulation of currency. It is to be note that while the aforementioned judgement of the Supreme Court set aside the Circular, 

they also affirmed the powers of the RBI to regulate such sector. 

4QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

The RBI is strongly against the use of virtual currencies, stating that owing to their decentralised, anonymised and 

unregulated nature they do not afford a mechanism to handle grievances or check illegal activities such as terror financing 

or money laundering. Further, it has stated that the continued use of virtual currencies would result in the erosion of the 

existing monetary structure and credit system, and owing to its mandate as the central bank in India, the Circular was 

necessary in public interest to protect the interest of consumers, regulated entities and payment systems from exposure to 

high volatility and to ensure accountability for financial transactions.

The Government of India has also taken a similar position, but has been more amenable than the RBI to regulating the use 

of virtual currencies through a legislative framework and a consultative approach. 

Presently, there are two bills on this subject pending before the Parliament of India, namely the Crypto-token Regulation 

Bill, 2019 and the “Banning of Cryptocurrency and Regulation of Official Digital Currency Bill, 2019” (the “Draft Bills”). The 

Draft Bills broadly regulate the mining, generating, holding, selling, dealing , issuing, transferring, disposing of or using 

cryptocurrency in India, but specifically excludes the use of distributed ledger technology (for example, blockchain). The 

Draft Bills also provide for heavy penalties for breaches, extending up to Rupees Two Hundred and Fifty Million Only (INR 

250 Million) (approximately US$3.4m).

5QUESTION

How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

The Supreme Court of India by way of a judgment dated March 4, 2020 has defined virtual currency as: “…a digital 

representation of value that can be traded digitally and functioning as (1) a medium of exchange; and/or (2) a unit of 

account; and/or (3) a store of value, but not having a legal tender status”

Additionally, Section 2(1)(a) of the Banning of Cryptocurrency and Regulation of Official Digital Currency Bill, 2019 defines 

cryptocurrecy as: “….any information or code or number or token not being part of any Official Digital Currency, generated 

through cryptographic means or otherwise, providing a digital representation of value which is exchanged with or without 

consideration, with the promise or representation of having inherent value in any business activity which may involve risk of 

loss or an expectation of profits or income, or functions as a store of value or a unit of account and includes its use in any 

financial transaction or investment, but not limited to, investment schemes”. Please note that this is one of the Draft Bills 

and therefore does not have legal force as yet. 

6QUESTION
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How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

While fundraising through virtual currency is in very early stages, owing to growing national and international interest, the 

Securities Exchange Board of India (the Indian capital market regulator) has engaged in dedicated discussions on the 

multifaceted advantages and risks associated with virtual currencies, thereby signifying the Indian Government's interest 

in better understanding and working towards the potential formulation of an Indian legal framework for issuance, use and 

regulation of virtual currencies and ICOs. As the law currently stands, fundraising activity involving cryptocurrency is not 

regulated in India. 

7 QUESTION

Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

No, there are no specific regulations that would apply to trading platforms at present. However, this is subject to change, 

given the pendency of the Draft Bills in Parliament. 

8 QUESTION

3
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ITALY

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

At the moment, there is no specific regulation on cryptocurrencies in Italy. However, some indications can be taken from the 

regulation of particular sectors. 

Legislative Decree 231/2007 on anti-money laundering, as amended in 2017 and in 2019, contains some relevant 

definitions.  

Article 1, paragraph 2, lett. qq) provides that virtual currency means "a digital representation of value, not issued or 

guaranteed by a central bank or public authority, not necessarily linked to a legal tender, used as a medium of exchange for 

the purchase of goods and services or for investment purposes and transferred, stored and traded electronically". 

Letter ff) of the same Article specifies that providers of services relating to the use of virtual currency are defined as "any 

natural or legal person providing third parties, on a professional basis, including online, with services relating to the use, 

exchange, storage of virtual currency and their conversion from or into legal tender or digital representations of value, 

including those convertible into other virtual currencies, as well as the services of issuing, offering, transferring and 

clearing and any other service relating to the acquisition, negotiation or intermediation in the exchange of the same 

currencies". 

Providers of services relating to the use of virtual currency, limited to the activity of converting virtual currencies from or into 

hard currencies, fall within the category of financial operators. 

As far as concerns European Union, in September 2020, European Commission submitted to the European Parliament a 

proposal for a regulation containing two draft regulations to govern the matter. 

A more general regulation concerns the creation of a market in the field of crypto-assets; another more specific regulation 

aims to constitute a regime - regulatory stand box - related to the secondary market of security tokens. 

However, the aforementioned proposals are only drafts: as a consequence currently there is no legislative or regulatory 

framework for cryptocurrencies in Italy. 

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

As stated above, cryptocurrency is currently unregulated in Italy and therefore it is not possible required to obtain any 

cryptocurrency-specific licenses or approvals from any governmental authority. 
 
However, Legislative Decree 1412010 assimilates providers of services related to the use of virtual currency to providers of 

currency exchange activities. That implies that they must be enrolled in a special register held by a competent body.  

1QUESTION

2QUESTION

AUTHORS GIACOMO GORI, of Counsel

Cocuzza & Associati Law Firm LAW FIRM

CONTACT ggori@cocuzzaeassociati.it +39 02 866096
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Providers of services related to the use of virtual currency are, in this way, required to meet certain specific requirements 

and to transmit electronically to the competent body the trades carried out. 

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

As mentioned above, all aspects of virtual currencies, as their issuing and trading, basically remain unregulated. 

It is necessary to underline that, according to the principles of Italian civil law, cryptocurrencies cannot be assimilated to 

coins having legal tender status in a foreign country, with the result that they can, at the most, be considered just as a mean 

of exchange like any other commodity. 

3 QUESTION

Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

Given the  membership of Italy in the European Union and the latter's competence for monetary policy, it is reasonable to 

assume that the issuance, regulation, and supervision of cryptocurrencies shall be regulated primarily by European 

authorities. This is also demonstrated by the regulations drafting by the European Commission in 2020 (supra Q.1). 

The rules established by the European authorities should then be transposed at national level by Italian law, unless such 

rules are contained in a Regulation with direct effect in the legislation of the EU member states. 

Cryptocurrencies detailed regulation should instead be under the competence of the Bank of Italy (Banca d'Italia), as 

responsible authority for supervising private banks, IMELs (Institutions for Electronic Money), payment institutions, and 

financial intermediaries, for helping to determine monetary policy decisions, and for supervising monetary and financial 

markets. 

Specific regulation on this matter should also be carried out by Consob, as the authority with the function of protecting 

investors and ensuring the stability and smooth functioning of the financial system. 

4 QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

The Bank of Italy and Consob have repeatedly expressed their perplexity and opposition to the use of cryptocurrencies. 

These warnings, however, are not binding and do not constitute bans, but are mostly recommendations to the public. 

In particular, the Bank of Italy and Consob warned about the risks of making investments in a matter that has no specific 

regulation and which is currently governed only by practice or by analogy. For such reasons, the above-mentioned 

authorities essentially dissuade investors (mostly retail investors) from investing in cryptocurrency, underlining that these 

investments are not subject to any form of supervision, protection, and control by the vigilance public authorities. 

In the absence of a unitary regulatory framework at European level, Consob and the Bank of Italy have recently published a 

press release to raise awareness on the risks of crypto-activity, especially for small savers, which can lead to the loss of 

even full amounts of money invested. 

5 QUESTION

ITALY
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How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

As mentioned above, some indications relative to the definition of cryptocurrencies can be deduced from Legislative 

Decree 231/2007. Article 1, comma 2 lett. qq) provides that virtual currency means "a digital representation of value, not 

issued or guaranteed by a central bank or public authority, not necessarily linked to a legal tender, used as a medium of 

exchange for the purchase of goods and services or for investment purposes and transferred, stored and traded 

electronically". 

Among the judgments that could simplified the definition and identification of cryptocurrencies legal framework, it is worth 

to mention the Court of Justice EU, C-264-14, Skatterverket/David Hedqvist, 22 October 2015 ruling: the Court excluded 

the payment of VAT regarding the services of exchanging traditional currency (as Euro or Dollar) against units of the virtual 

currency. 

6QUESTION

How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

In Italy, the debate on cryptocurrencies and on security tokens has focused on their qualifying aspects, especially after the 

introduction of the notion of "virtual currency" into our legal system for the purposes of extending the anti-money laundering 

rules. 

The Initial Coin Offering, identified as the offer to the public of digital representations of value, has only recently been 

examined in a more in-depth manner, also because of the first pronouncements of the Consob. In such occasions, the 

Consob vigilance Authority has provided for the legal qualification of the I.C.O., identifying it as a "financial product" in the 

ambit of which are included both the financial instruments and, more generally, "any other form of investment of a financial 

nature" in which the following elements are present: employment of capital, expectation of yield of a financial nature and 

assumption of a risk directly connected and correlated to the employment of capital. 

As a result of the classification of the token (I.C.O.) as a financial product, among other things, the rules governing offers to 

the public and the placement and promotion of products at a distance must be applied.

The I.E.O. Initial Exchange Offering (IEO) offer an alternative model of token offering where the issuer/offeror/proponent 

raises capital from the public by offering tokens for sale directly on exchanges without launching the project through an ICO 

on its website.

It should be noted, however, that the abovementioned definitions do not belong to the legislative framework - which makes 

no provision for this - but are definitions developed by Consob or by practice. 

7QUESTION

Eba (European Bank Authority), Esma (European Securities and Markets Authority) and Eiopa (European Insurance and 

Occupational Pensions Authority) reminded the public that virtual currencies are "high-risk instruments not guaranteed by 

tangible assets; moreover, virtual currencies are not regulated under EU law and, therefore, offer no legal protection to 

consumers". The authorities "are concerned that a growing number of consumers are buying virtual currencies in the hope 

of continued growth in their value, but without any awareness of the significant risk of losing the money they have invested". 

According to the aforementioned authorities, the main risks inherent in cryptocurrency trading include: 

the lack of transparency on how prices are determined and the incomplete or too complex information to potential 

buyers; 

the evident instability of prices and the possibility of suffering the damage of the explosion of a speculative bubble; 

savers lack of protection, both legal and contractual; 

the risk of losses also due to cyber-attacks, malfunctions, or loss of access credentials to ewallets. 
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Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

No, there are no specific regulations that would apply to trading platforms at present.  

For the registration of providers of services relating to the use of virtual currency, please consider supra Q.1. 

8 QUESTION

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

Legislative Decree No. 125/2019, transposing the Fifth EU Anti-Money Laundering Directive 2018/843, introduced special 

measures to prevent money laundering related to the use of virtual currencies. 

The provision: 

extends the definition of virtual currency in order to include the financing purpose, as well as the exchange purpose, 

that may characterize some currencies and some of their use; 

includes in the activity of moneychanger the services of conversion "into other virtual currencies as well as the services 

of issuing, offering, transferring and clearing and any other service for the acquisition, negotiation or intermediation in 

the exchange of such currencies"; 

includes in the discipline the providers of digital wallet services, the so-called wallet providers defined as "any natural or 

legal person that provides, to third parties, on a professional basis, including online, services for the safeguarding of 

private cryptographic keys on behalf of its customers, in order to hold, store and transfer virtual currencies". 

In order to apply the anti-money laundering requirements and the relative regulatory framework to "providers of services 

relating to the use of virtual currency”, they have been classified as "other non-financial operators". 

Moreover, it should also be noted that Article 50 of Legislative Decree no. 231/2007 (A.M.L. Decree), as modified by 

Legislative Decree no. 125/2019, states the "Prohibition of issuing and using anonymous electronic money products". 

9 QUESTION

Is there any bill in process in your jurisdiction regarding cryptocurrency?

As mentioned above, currently there is no draft law on cryptocurrencies at national level. 
 
As far as concerns European Union, in September 2020, European Commission submitted to the European Parliament a 
proposal for a regulation containing two draft regulations to govern the matter. 
A more general regulation concerns the creation of a market in the field of crypto-assets; another more specific regulation 
aims to constitute a regime - regulatory stand box - related to the secondary market of security tokens. (supra Q.1) 

10 QUESTION

ITALY

Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

In Italy, the blockchain is defined by Decree-Law 135/2018 which includes it within the category of technologies based on 

distributed ledgers, i.e. "information technologies and protocols that use a shared, distributed ledger, replicable, 

simultaneously accessible, architecturally decentralized on a cryptographic basis, such as to enable the recording, 

11 QUESTION

15



validation, updating and storage of both unencrypted and further cryptographically protected data verifiable by each 

participant, not alterable and not modifiable". 
 
In other words, the blockchain is essentially a general ledger in which transactions are recorded and which cannot be 

distorted or manipulated in any way. The special features of this innovative system are decentralization, transparency, 

security, and immutability 
 
The Italian Ministry of Economic Development started on 18 June 2020 a public consultation to collect proposals on the 

National Strategy for the national use of blockchain. 
 
The work is based on the proposals of experts selected by the ministry, collected in the summary document of the "Italian 

Strategy on distributed ledger and blockchain-based technologies." The text states that Italy wants to be at the forefront of 

the development of the blockchain market, using these technological solutions to promote the country's digital 

transformation. In addition, Italy wants to be a leading country to apply and deepen blockchain technologies in order to 

encourage the attraction of businesses and start-ups in an open and secure ecosystem. 

Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

The spread of cryptocurrencies has exposed some economic problems: one of them is the possibility of a speculative 

bubble. This means that the great increase in the value of some of these coins, primarily Bitcoin, would be based not on true 

economic characteristics, and could bring great inconvenience in the future for those who invested.  

Nevetheless, Bitcoin has been one of the best assets of 2020, especially in the recovery after the Covid-19 pandemic, 

posting gains well above assets such as precious metals or compared to global exchanges. In the last 5 years Bitcoin has 

made 4 years in full profit, respectively: +96% (2015), +160% (2016), +965% (2017), +90% (2019) 

12QUESTION
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LIECHTENSTEIN

17

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

In Liechtenstein, the Law on Professional Due Diligence to Combat Money Laundering, Organized Crime, and Terrorist 

Financing (Due Diligence Act, DDA) and the Ordinance on Professional Due Diligence to Combat Money Laundering, 

Organized Crime, and Terrorist Financing (Due Diligence Ordinance) apply to natural or legal persons whose activities 

consist in the exchange of virtual currencies respectively tokens against legal tender or other virtual currencies 

respectively tokens and vice versa. Further, operators of trading platforms for virtual currencies respectively tokens fall 

within the scope of the mentioned act ordinance. According to DDA “operators of trading platforms for virtual currencies 

respectively tokens” generally shall mean natural or legal persons who operate trading platforms via which their customers 

transact an exchange of virtual currencies respectively tokens against legal tender or other virtual currencies respectively 

tokens and vice versa.

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

Service providers relating to cryptocurrency have to be aware of the Law on Tokens and TT Service Providers (Token and 

TT Service Provider Act, also called the Blockchain Act). TT means transaction systems which allow for the secure transfer 

and storage of Tokens and the rendering of services based on this by means of trustworthy technology. TT service 

providers who offer activities relevant to user protection on a commercial basis and thus require registration (e.g. issuing, 

generating or holding tokens) must comply with the minimum standards of the Blockchain Act. This applies to all TT service 

providers domiciled in Liechtenstein. However, it is not applicable to TT service providers domiciled abroad who provide TT 

services to persons domiciled in Liechtenstein, thus preventing any unreasonable restriction of market access of the token 

economy for persons domiciled in Liechtenstein.

The Law on Bank and Investment Firms (Banking Act), the Law on Asset Management (Asset Management Act), the E-

Money Act, the Payment Services Act, the Law concerning specific undertakings for collective investment in transferable 

securities (UCITSG), the Law concerning the Managers of Alternative Investment Funds (AIFMG) and the Law on the 

Supervision of Insurance Undertakings (Insurance Supervision Act) are other statutes that could be relevant for service 

providers.

1 QUESTION

2 QUESTION

AUTHORS REMO MAIRHOFER, Partner

Mairhofer AdvokaturLAW FIRM

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

The legislation mentioned in Q1 and Q2 above is continuously reviewed and adapted to meet current and future 
requirements.

3 QUESTION

CONTACT remo.mairhofer@m-advokatur.li +423 340 11 20



Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

The Financial Markets Authority (FMA) is responsible for the supervision of TT service providers and the execution of the 
associated statutory provisions. With regards to penalties the Liechtenstein courts have jurisdiction.

4QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

The blockchain technology was first developed for Bitcoin, a private digital money system. Thereby, blockchain technology 
functions as a register in which transactions can be securely stored. However, the applications of blockchain technology 
are not limited to simple transactions of coins. Moreover, they offer the possibility for a wide range of economic services, 
since assets or rights in general can also be mapped on blockchain systems. Above all, the low costs of digital transactions 
(without intermediaries) open up new possibilities in the world of finance and services as well as in the industrial world. 
These applications are collectively referred to as the 'token economy'. Liechtenstein recognised this trend early on and 
create a legal framework and with it legal certainty for users and service providers.

5QUESTION

How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

According to DDA “Virtual currency” is defined as a digital representation of a value that was not issued or guaranteed by 
any central bank or public body and is not necessarily pegged to a legally established currency and does not have the legal 
status of a currency or money, but is accepted by natural or legal persons as a means of exchange that can be transferred, 
saved and traded electronically.

6QUESTION
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How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

According to the Token and TT Service Provider Act (Blockchain Act) "Token Issuance" shall mean the public offering of 
Tokens. This means offering to the public in any form and by any means of communication with the aim of selling tokens to 
users. Commonly, token issuance is known as Initial Token Offering (ITO), Token Offering, ICO (Initial Coin Offering), 
Security Token Offering (STO) or TGE (Token Generating Event).

7QUESTION

LIECHTENSTEIN



Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

Please see questions above.

8 QUESTION

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

Please see questions above.

9 QUESTION

Is there any bill in process in your jurisdiction regarding cryptocurrency?

Please see questions above.

10 QUESTION

Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

The term 'Blockchain' originates from the application of Bitcoins, which involves the serial logging of transactions in a 
distributed ledger and the blockwise verification of a certain number of transactions. In this process, the unchangeable 
history of the transactions creates a relationship of trust between the actors. However, the Bitcoin blockchain is only one of 
the possible technical implementations of blockchains. Therefore, an abstract, technology-neutral definition of the term 
'Blockchain' was deliberately chosen in Liechtenstein for the legislation, not least to prevent the legal framework from 
becoming outdated from a technological perspective after just a few years. The fact that trust is created by technology and 
not only by organisations was the decisive factor in defining the term 'Trustworthy Technology' as the connecting factor for 
the law. The term 'Trustworthy' means that the integrity of tokens, their unambiguous allocation and their secure exchange 
should be guaranteed.

The Blockchain Act establishes the legal framework for all transaction systems based on trustworthy technology and in 
particular governs the basis in terms of civil law with regard to Tokens and the representation of rights through Tokens and 
their transfer as well as the supervision and rights and obligations of TT Service Providers.

11 QUESTION

Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

Please see questions above.

12 QUESTION
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NETHERLANDS

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

At the moment, only the Wet ter voorkoming van witwassen en financieren van terrorisme (Wwft, Money Laundering and 

Terrorist Financing Prevention Act) contains specific rules on cryptocurrency.

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

Yes, the Dutch government implemented 5AMLD (the fifth European 'Anti Money Laundering Directive') into the already 

existing Wwft. Under this amended law, all crypto service providers are obliged to register with De Nederlandsche Bank 

(DNB, the national bank). Officially, there is only a 'registration system', but there are so many requirements for a 

registration that in practice it is widely considered to be a licensing system.

In a recent decision following an administrative law objection by a crypto service provider against the registration system, 

the District Court of Rotterdam preliminarily ruled that DNB's interpretation of the registration regime appears to have 

characteristics of a licensing regime, as in its interpretation the registration system is subject to a fairly extensive prior 

assessment. DNB was ordered to decide on the crypto service provider's objection, and has now dropped a registration 

requirement that required crypto service providers to, among other things, verify the identity of the receiving party with each 

cryptocurrency transaction. However, the process for crypto service providers to obtain a registration with DNB is still quite 

extensive.

1QUESTION

2QUESTION

AUTHORS VICTOR BOUMAN, Partner

WIERINGA ADVOCATENLAW FIRM

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

Much has not been regulated so far. In fact, only the Wwft regulates crypto services in the sense that crypto service 

providers must register with DNB.

3QUESTION

CONTACT bouman@wieringa.nl +31 (0)20 624 68110

District Court of Rotterdam, 7 April 2021, ECLI:NL:RBROT:2021:2968, under 6.4.1
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Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

DNB is responsible for supervising compliance with the Wwft by crypto service providers.

4 QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

In general, cryptocurrency is accepted as a technology that should be given room to develop. At the same time, there is a 

fear that cryptocurrency as a speculative tool poses dangers for small investors. This discussion flares up once in a while. 

Recently, the head of the Centraal Planbureau (Bureau for Economic Policy Analysis) spoke out in support of a ban on 

cryptocurrency.  The fear is that cryptocurrencies do not represent any underlying value and that they are in fact a kind of 

pyramid scheme in which the last investors to step in are the losers.

5 QUESTION

NETHERLANDS

How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

Civil law:

On 14 May 2014, the District Court of Overijssel ruled that Bitcoins should not be qualified as fiat money or regular 
money, but as a medium of exchange.  In subsequent case law from other courts, this vision has been maintained

The Wwft defines 'virtual currencies' as: “a digital representation of value which is not issued or guaranteed by a central 
bank or government, which is not necessarily linked to a legally established currency, and which does not have the legal 
status of currency or money, but which is accepted by natural or legal persons as a medium of exchange, and which can 
be transferred, stored and traded electronically”.

Tax law:

According to the Dutch tax authorities, cryptocurrencies are a form of assets that can be equated with money. The 

taxpayer must determine the value of their assets at the value that can be given to it in economic transactions. The 

exchange rate applicable on 1 January of the year the tax return pertains to must be used.  Cryptocurrencies must be 

classified as 'other belongings'.

6 QUESTION

https://www.ad.nl/geld/cpb-directeur-nederland-moet-cryptomunt-in-de-ban-doen~acc406b8/.2

3 Rb. Overijssel 14 mei 2021, ECLI:NL:RBOVE:2014:2667.

4 https://www.belastingdienst.nl/wps/wcm/connect/nl/werk-en-inkomen/content/cryptovaluta.
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How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

There are no legal definitions for the different types of fundraising. They are approached in a technical rather then a legal 

manner. Because cryptocurrencies are not considered fiduciary money, ICO's in principle fall outside the scope of the Wet 

op het financieel toezicht (Financial supervision act). Thus, ICO's are not governed by the legal rules that do apply to IPO's 

(initial public offerings). As a result, investors are barely protected against risks under the current legislation.

Nevertheless, existing financial legislation can sometimes be applied analogously to the various forms of modern 

fundraising. Under certain circumstances, security tokens, for example, can qualify as effects, which means that the Wet 

op het financieel toezicht could apply. The applicability of existing financial legislation will have to be assessed on a case-

by-case basis.

7QUESTION

Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

All providers of crypto services must register with DNB. Officially, there is a registration regime, but it appears to have 

characteristics of a licensing regime. The Wwft stipulates that there are two types of providers of services related to 

cryptocurrency that must register with DNB. These concern natural persons, legal entities or companies which:

offer services for exchanging between virtual currency and fiduciary currency; 
offer services to secure cryptographic private keys on behalf of their clients for custodian wallets, and the storage and 

transfer of virtual currency.

The obligation to register applies to parties that offer their services on a commercial basis in or from the Netherlands.

8QUESTION

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

In the Netherlands, as in all other EU Member States, 5AMLD has been implemented in the national legislation. This 

legislation forces all crypto service providers to register with DNB. Those parties must verify their customers and report 

suspicious transactions to the Financial Intelligence Unit. The service providers have, so to speak, a 'gatekeeper function' 

in the financial system.

9QUESTION

Is there any bill in process in your jurisdiction regarding cryptocurrency?

Not that we are aware of. 

10QUESTION
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Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

Not applicable.

11 QUESTION

Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

Cryptocurrency is not considered to be fiat money but merely a means of exchange. Many provisions in the Civil Code refer 

only to fiat money. For example, statutory interest can be claimed on any amount of money due. This is not possible with a 

claim on cryptocurrency. It is good to keep that in mind.

12 QUESTION

NETHERLANDS
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SPAIN

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

Other than a few drafts and guidance papers, there is no specific regulation on cryptocurrency in Spain. The Spanish 

Securities and Exchange Commission ('CNMV') and the Bank of Spain issued two reports aimed at alerting investors 

about the risk of crypto transactions and stated that cryptocurrencies are not issued, registered, authorized, or verified by 

any regulatory agency in Spain. Nevertheless, regarding taxation, any profits derived from transactions with 

cryptocurrencies are taxable under the Law on the Income Tax of Individuals. Moreover, Spain is currently in the process of 

transposing the Fifth Directive (EU) 2018/843 through Royal Decree-Law 7/2021 which will compel crypto transactions to 

comply with Spanish Anti-Money Laundering rules and to register with the Bank of Spain.

It is however worth mentioning  autonomous regions regulations that mention crypto assets directly or indirectly:

Aragón (Spain) - Law on administrative simplification - Art. 51 bis - Use of distributed registries: includes the possibility 
of using blockchain-based digital identity systems.
Navarra (Spain) - Ley Foral 21/2020: Modifies various taxes and other tax measures and imposes obligations related 
to the transactions and holding of crypto assets.

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

As mentioned above, being that cryptocurrencies are not regulated in Spain, obtaining licenses from any regulatory 

authority is not feasible. Companies trading or selling cryptocurrencies do not currently have an obligation to register with 

the Bank of Spain, the CNMV, or any other official body. 

1QUESTION

2QUESTION

Thomás De Carranza AbogadosLAW FIRM

AUTHORS RAFAEL TRUAN BLANCO, Partner and CAMELIA HAMZA

CONTACT rafaeltb@tc-abogados.com +45 3319 3710

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

Practically all aspects of Cryptocurrency have yet to be regulated in Spain. Cryptocurrencies are not considered as a 

means of payment, are not backed by a central bank or other public authorities, and are not covered by customer protection 

mechanisms such as the Deposit Guarantee Fund or the Investor Guarantee Fund. 

3QUESTION
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Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

Seeing as there is no single comprehensive legislation regarding crypto, there is no single body that deals with enforcing 

laws on cryptocurrencies. However, according to articles 240 bis and 292 of the Royal Decree-Law 5/2021, the CNMV is 

the competent authority for the supervision of the advertising of crypto-assets or other assets and instruments that are 

presented to the public as an investment opportunity. This is the case even if they are not activities or products subject to 

regulation and/or supervision in Spain.

4 QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

As aforementioned there is no specific regulation for cryptocurrencies for them to have a certain legal treatment; however, 

they cannot be treated as legal tender as that is reserved exclusively for the euro as the national currency. The CNMV, 

though unofficially, stated that virtual currencies per se should not be considered as securities either. Although, the sale of 

Bitcoins is legal in Spain and so is establishing, managing, and exchanging them. 

Moreover, the CNMV and the Bank of Spain's joint press statement (mentioned in Q1) discourage and warn investors from 

investing in cryptocurrencies due to their highly unregulated, unsupervised, and risky nature. Despite cryptocurrencies 

being occasionally classed as an alternative to legal tender, they have different characteristics: 

“- The acceptance as a means of payment of a debt or other obligations is not mandatory  
- Their circulation is very limited
- Their value fluctuates widely, meaning that they cannot be considered as a sound store of value or a stable unit of 

account.”

5 QUESTION

SPAIN

How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

Insofar as the European Union ('EU') is concerned, the Directive 2018/843 on the Prevention of the use of the Financial 

System for the purposes of Money Laundering or Terrorist Financing ('Fifth Directive') introduces the definition of virtual 

currencies ('cryptocurrencies'). They are defined as the “digital representation of value that is not issued to a legally 

established currency and does not possess a legal status of currency or money, but is accepted by natural or legal persons 

as a means of exchange and which can be transferred, stored, and traded electronically”. Moreover, in the C-264/14 

judgment of the Court of Justice of the EU, it was highlighted that Bitcoin is a virtual currency whose exchange for traditional 

currencies is exempt from VAT. 

A definition of cryptocurrency further accepted in Spain is that of the World Bank: “a type of unregulated, digital money that 

is issued, and usually controlled by its developers, used and accepted among members of a specific virtual community”.

As regards judicial decisions and binding consultations it is worth mentioning the replies from the State Secretariat of 

Finance of the General Directorate of Taxes of the Ministry of Finance of Spain to binding consultations on crypto-assets. 

They revolve around issues related to tax issues, including the application of VAT in the buying and selling of 

cryptocurrencies.

6 QUESTION
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As for Spanish judgments, we shall mention:

20 June 2019: First ruling of the Supreme Court on bitcoin in which it recalls that this crypto-asset is an intangible asset 
that is not legally considered as money.
“Restitution of the bitcoins cannot be agreed…Bitcoin is not something that can be returned as it is not a material object, 
nor does it have the legal status of money.”

6 February 2015: First ruling of the Provincial Court of Asturias, Spain, on bitcoin. The ruling brought forward three 
conclusions: 

A due diligence must be performed before accepting any payment from virtual currencies;
A full disclosure to the other party concerning the use of virtual currencies for payment; and 
That virtual currencies, such as Bitcoin, are considered 'alto riesgo' which translates to high risk. Hence the reason 
behind the due diligence process and full disclosure. 

3

How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

The joint communication of the CNMV and the Bank of Spain on cryptocurrencies and ICOs states that transactions 
structured as ICOs should be treated as issues or public offerings of transferable securities.

Article 2.1. of the Spanish Securities Law defining 'transferable security': “Any patrimonial right, regardless of its name, 
which, because of its legal configuration and system of transfer, can be traded in a generalized and impersonal way on a 
financial market.”

7QUESTION

Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

There is no specific regulation on cryptocurrency trading platforms, however, the CNMV has recommended that these 

platforms, and as long as the assets traded are not considered as financial instruments, should voluntarily apply the 

principles of securities market regulations and rules related to custody, registration, management of conflicts of interest 

between clients, and transparency on fees. They should also adhere to anti-money laundering regulations.

8QUESTION

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

The Spanish government launched a preliminary draft law amending the current anti-money laundering ('AML') legal 

framework and transposing some EU AML provisions, including the Fifth Anti-Money Laundering Directive. 

Moreover, the State Tax Administration Agency (Agencia Estatal de Administración Tributaria) issued the 2019 Tax and 

Customs Control Plan which aims at laying out measures to reinforce the control of the use of cryptocurrencies due to its 

increased use by crime organizations in the deep internet and the trafficking and trade in illegal goods. This plan states that 

those who intervene as intermediaries in transactions with cryptocurrencies and their holders will have to disclose 

information on those transactions. In this sense, the incorporation of cryptocurrencies into the model of goods and rights 

abroad for tax purposes is envisaged, as well as the establishment of the above mentioned reporting obligation in the 2021 

Tax and Customs Control Plan as part of the Draft Law on Measures to Prevent and Combat Tax Fraud.

9QUESTION
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Is there any bill in process in your jurisdiction regarding cryptocurrency?

As mentioned above there is a Draft Law on Prevention and Fight Against Tax Fraud which establishes two informational 

obligations connected to holding and operating with virtual currencies in which exchanges are required to provide 

information on the: 
balances and transactions that cryptocurrency holders retain, and 
cryptocurrency operations, such as acquisition, transmission, exchange, transfer, collections, and payments. In 

addition, it would require cryptocurrency owners to disclose their holdings and any gains on their assets. Moreover, the 

Government is working on passing the “Bill for the Digital Transformation of the Financial System” which includes 

measures and legal frameworks for a regulatory sandbox.  

10 QUESTION

Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

Spain does not have any specific legislation regarding blockchain.

11 QUESTION

Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

Legal practitioners must be made aware of certain issues regarding cryptocurrency in Spain. Such issues include: 

Safeguarding users' crypto-assets

Having a private key to access crypto-asset funds stolen or made inaccessible due to a hack of the storage provider or 

exchange platform can result in a loss of funds.

Thus, legal practitioners must be mindful of all issues regarding cybersecurity in the field of crypto-assets as once they 

are stolen they could be found in illegal markets. 

Inheritance of crypto-assets

The topic of inheritance is a difficult one as there are no regulations regarding cryptocurrencies, to begin with. However, 

since cryptocurrency is considered an asset, it could be inherited as a person's inheritance includes all types of assets 

and debts (physical or virtual). 

It is advisable that when holding crypto-assets, a will should be drawn up stating the number of cryptos, and the key with 

instructions to access the virtual wallet. In addition, a death certificate will be needed to change the cryptocurrencies to 

the heir's name and prove that the person is indeed deceased. 

12 QUESTION

SPAIN
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UNITED KINGDOM

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

There is currently no specific cryptocurrency law in the UK because cryptocurrencies are regulated largely through existing 

regulation and legislation, including laws that cover other activity related to the cryptocurrency business.

In the UK, regulatory authorities prefer the term “cryptoassets”, rather than cryptocurrencies and, at present, a large 

proportion of cryptoassets fall outside or are likely to fall outside current regulatory provisions. This means they may not be 

subject to the same consumer protections or safeguards found in other areas of financial services and payments. 

Due to the relative lack of consumer safeguards, financial regulators in the UK have issued warnings relating to any 

investment in cryptoassets. They are not, however, subject to a general prohibition in the UK. As set out in section 5 below, 

certain cryptoassets are regulated. Anti-money laundering regulations have also been extended to capture a broader 

range of activities in relation to cryptoassets (including cryptocurrencies), irrespective of whether such activities are 

subject to financial regulation.

When assessing if a particular cryptoasset or services relating to cryptoassets are subject to regulation in the UK, 

consideration will need to be given about whether it falls under the wide reaching financial regulatory ambit of Financial 

Services and Markets Act 2000 (“FSMA”), consumer protection laws, the anti-money laundering regime or otherwise under 

the payment services and electronic money regime of the Payment Services Regulations 2017 (“PSRs”) and the Electronic 

Money Regulations 2011 (“EMRs”).

The current UK regulatory and legislative policy towards cryptoassets was set out in a report by the UK Cryptoassets 

Taskforce (the “Taskforce”), published in October 2018 but this guidance was very basic and continues to evolve. The UK’s 

Financial Conduct Authority (“FCA”) has undertaken further consultation and subsequently published guidance on the 

regulation of cryptoassets. 

In the UK “cryptoassets” (defined widely to include cryptocurrencies) are not considered money or equivalent to fiat 

currency in the UK. The Bank of England has, however, launched a discussion paper on how a central bank digital currency 

might be constituted.

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

The applicable legislation will largely depend on the nature of the activities being undertaken. 

The PSRs and the EMRs are the main UK laws which establish a regulatory framework applicable to those undertaking 

payment services (including services such as money remittance and issuing electronic money) in the UK. This includes 

authorisation, organisational, regulatory capital, safeguarding and conduct of business requirements.

1QUESTION

2QUESTION

AUTHORS TIM DAVISON, Partner

Brown Rudnick LLPLAW FIRM

CONTACT tdavison@brownrudnick.com +44.20.7851.6143
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 The applicability of such laws will depend on whether the service is in respect of “payment services” or “a money service 

business”:

“Payment services”, as defined by the PSRs, necessarily involve 'funds' and cryptocurrencies are not considered 

funds for these purposes. A list of payment services is set out in the PSRs and includes e-money issuers and money 

remitters. 
As such, if offering products and services that only involve cryptocurrencies (e.g. a crypto-to-crypto exchange) this will not 

usually constitute a payment service. The FCA has, however, noted certain exceptions to this rule  where the products or 

services are deemed to be “e-money tokens”. For example, where a stablecoin is structured in a manner that constitutes 

electronic money, a provider of products or services issuing or providing wallet services in relation to such a stablecoin 

would be likely to trigger the application of both the PSRs and EMRs.
However, where fiat currency is involved (e.g., in the context of a fiat-to-crypto exchange) there will be funds involved. 

Therefore, in such circumstances it would be necessary to undertake further analysis of the services to determine if 

payment services are being provided and, if so, how  the PSRs and EMRs might apply.

A “Money Service Business” is defined by the FCA as carrying on a business that:

operates a bureau de change; or
transmits money, or any representation of monetary value, by any means; or
cashes cheques which are made payable to customers. 

For example, any gambling business wishing to offer gambling facilities/virtual currencies that can be exchanged for cash 

or traded for items need to hold an operating licence.
 
If the relevant business is a Money Service Business, then it will need to register with HM Revenue and Customs 

(“HMRC”). If the business is already supervised by the FCA, it is not necessary for it to also register with HMRC.

Any cryptocurrency business that meets one or more of the following criteria must seek permission from, and register with, 

the FCA:
A registered or head office in the UK; 
Continuation of the day-to-day management of activities from a UK office, irrespective of where, geographically, the 

crypto-asset activity is conducted;
Operation of one or more ATM(s) in the UK; or
A UK presence that is engaged in or facilitates crypto-asset activities. 

Where a business has no UK-based office or undertakes no regulated activities within the UK – beyond merely having UK-

based clients – the business does not need to register with the FCA. 

From 10 January 2020, the FCA became the anti-money laundering and counter terrorist financing (AML/CTF) supervisor 

for these types of firms, including firms that exchange money to and from cryptoassets and those that safeguard their 

customers' cryptoassets. From this date, 'existing cryptoasset businesses' (i.e. firms operating immediately before 10 

January 2020) have had to comply with the Money Laundering, Terrorist Financing and Transfer of Funds (Information on 

the Payer) Regulations 2017 (the “MLRs”); such firms were required to register by 16 December 2020 (though, provided 

they registered by 16 December 2020, they may continue to operate until 31 March 2022, while their applications are being 

considered by the FCA).

New businesses (who began operating after 10 January 2020), are required to obtain full registration with the FCA before 

conducting business. 

The FCA is advising consumers who deal with cryptoasset firms to:

Check if the firm they use is on the FCA's Register or list of firms with Temporary Registration. 
If they are not, check whether they are entitled to carry on business without being registered with the FCA (this may 

apply if they are registered in a different country). 

Businesses involved in cryptoassets includes the operation of cryptocurrency ATMs and cryptocurrency exchanges. The 

FCA has released further guidance on the requirement for  authorisation but, in summary, a cryptocurrency exchange in 

the UK must be registered with the FCA but whether it requires authorisation will depend on whether its activities fall under 

the FCA's scope for financial activity.
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Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

As mentioned in section 5 below, any token that is not a 'security token' or an 'e-money token' is an unregulated token. This 

includes utility tokens (that are not e-money) and exchange tokens.

The FCA has warned that, for those cryptoassets that are unregulated and so fall outside the regulatory perimeter, there is 

little  protection for individual investors who choose to buy them and use them as a means of payment or exchange (other 

than in contract law and consumer law but with no access to the Financial Services Compensation Scheme or the Financial 

Ombudsman Service). Whether a cryptoasset (including crypto tokens issued as part of an ICO) falls within the perimeter 

will be fact specific.

With the exception of the application of the MLRs to cryptoasset business, the FCA does not regulate the sale or transfer of 

exchange tokens or intervene on behalf of consumers who lose their investments, whether as a result of volatility, loss of 

cryptographic keys or hacking of exchanges. 

However, certain activities that are not regulated under FSMA, but which use unregulated tokens, may be regulated, for 

example, under the PSRs  when used to facilitate regulated payments.

3QUESTION

Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

Under FSMA, all financial activities within the UK must be regulated by the Financial Conduct Authority, and to be 

regulated, the FCA or the Prudential Regulation Authority (“PRA”) must authorise businesses (including not for profit and 

sole traders).

The FCA use a wide range of enforcement powers – criminal, civil and regulatory and can take action such as:
withdrawing a firm's authorisation;
prohibiting individuals from carrying on regulated activities;
suspending firms and individuals from undertaking regulated activities;
issuing fines against firms and individuals who breach our rules or commit market abuse;
issuing fines against firms breaching competition laws;
making a public announcement when the FCA begin disciplinary action and publishing details of warning, decision and 

final notices;
applying to the courts for injunctions, restitution orders, winding-up and other insolvency orders;
bringing criminal prosecutions to tackle financial crime, such as insider dealing, unauthorised business and false 

claims to be FCA authorised; and
issuing warnings and alerts about unauthorised firms and individuals and requesting that web hosts deactivate 

associated websites.

The PRA supervises the most significant institutions - its remit includes banks, building societies, credit unions and 

insurers, as well as investment firms that have been designated. It has the power to impose a financial penalty or public 

censure, for example. They can also prohibit an individual from working in the regulated financial services sector. They can 

also vary a PRA-authorised firm's permissions to undertake regulated activities or require a firm to undertake or stop an 

action. 
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How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

In 2019 the FCA published its 'Guidance on cryptoassets' which described three broad categories of token in relation to 

how they fit within existing FCA regulation: “e-money tokens”, “security tokens” and “unregulated tokens”:

“e-money tokens” meet the definition of 'electronic money' in the Electronic Money Regulations 2011 (the “EMRs”) 

– broadly, digital payment instruments that store value, can be redeemed at par value, at any time and offer holders a direct 

claim on the issuer. The FCA defines electronic money as follows:

“Electronic money (e-money) is electronically (including magnetically) stored monetary value, represented by a claim on 

the issuer, which is issued on receipt of funds for the purpose of making payment transactions. It must be accepted as a 

means of payment by a person other than the electronic money issuer. Types of e-money include: pre-paid cards and 

electronic pre-paid accounts for online use.”

“security tokens” have characteristics akin to specified investments, like a share or a debt instrument, as set out in 

existing UK legislation, The Financial Services and Markets Act 2000 (Regulated Activities) Order 2001 (the “RAO”). 

Broadly, these are likely to be tokenised, digital forms of traditional securities or investments with rights to profits in an 

enterprise. As with e-money tokens, these are already within the UK's regulatory perimeter and therefore subject to FCA 

regulation.

“unregulated tokens” are neither e-money tokens nor security tokens and include: 

utility tokens: tokens used to buy a service, or access a distributed leger technology (“DLT”) platform – this 

could, for example, include access to online cloud storage; and 

exchange tokens: tokens that are primarily used as a means of exchange – this includes widely known 

cryptoassets such as Bitcoin, Ether and XRP.

The FCA's classification of tokens above aimed to provide guidance on which tokens may lie within the FCA's regulatory 

perimeter and may be subject to its regulation. However different classification methodologies exist, for example by 

categorising tokens according to their economic function (for example, 'payment tokens and investment tokens'), or other 

relevant characteristics, such as the rights they confer to users. Classifications have also evolved in line with the changing 

nature of the market.

The kinds of instruments that are regulated under FSMA are set out in the RAO and known as “specified investments”, 

including instruments such as shares, bonds , fund interests and derivative contracts. Therefore, in order to determine 

whether a given cryptocurrency is subject to financial regulation in the UK, it is necessary to analyse whether it matches the 

definition of any specified investment in the RAO. Those cryptoassets that do are labelled “security tokens” in the FCA 

Guidance and will typically be subject to UK financial regulation.

To provide continuity and clarity for market participants, the British government proposes to maintain the FCA's broad 

approach to classification as far as possible. However, to reflect the proposal to bring additional tokens and associated 

activities into regulation, the government is currently considering whether a new category of regulated tokens may be 

needed known as “stable tokens”.

In considering this classification, the government and the Taskforce in the UK recognise that, whilst cryptoassets are 

typically underpinned by DLT, stable tokens could be designed using other types of technology. This classification is 

therefore agnostic on the technology underpinning its use (e.g. whether it relies on DLT or not).

The market participants that will most likely need to be authorised to carry on activities involving regulated cryptoassets are 

exchanges and trading platforms, custodian and wallet providers, payment providers and advisers, brokers and other 

intermediaries. Issuers of security tokens (which are equivalent to shares and debentures) are unlikely to be carrying on a 

regulated activity when they issue tokens, although they will need to comply with other regulatory obligations.

The FCA has established a formal Innovation Division which encompasses the regulator's various initiatives relating to 

innovation in financial services that it has developed over recent years. Notably in relation to promotion and testing, 

beneath this umbrella sit:
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The FCA's Regulatory Sandbox – this allows both authorised and unauthorised businesses to test their proposed 

products in the market with real consumers provided they meet certain eligibility criteria. Successful applicants may 

benefit from the various Sandbox “tools” that the FCA can deploy to facilitate real-world testing, such as restricted 

authorisation, individual guidance, informal steers, waivers and no-enforcement action letters.
The Global Financial Innovation Network – this evolved from the FCA's proposal to create a global Sandbox and seeks 

to provide a more efficient way for businesses in this space to interact with regulators across multiple jurisdictions, 

assisting them to move between countries as they seek to grow their products, services or business models.
The FCA's Innovation Hub – this offers direct support from the FCA to eligible innovative businesses by providing a 

dedicated contact for innovator businesses that are considering applying for authorisation or a variation of permission, 

need support when doing so, or do not need to be authorised but could benefit from FCA support.

How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

The UK regulatory authorities prefer the term cryptoassets, rather than cryptocurrencies, as it is more neutral and captures 

a broader range of tokens than just those designed to act as a means of exchange in online transfers (to which the term 

cryptocurrency typically applies). The term “cryptoasset” is not, however, defined in legislation or in the FCA Handbook.

The Taskforce has defined cryptoassets as:

"cryptographically secured digital representations of value or contractual rights that use [that is, are built on] some type 

of DLT [this includes blockchain] and can be transferred, stored or traded electronically."

TheTaskforce has categorised cryptoassets into types of “token”, which are distinguished by their different characteristics 

(as set out in section 5 above) and, in this regard, a 'standard' cryptocurrency (such as Bitcoin and Ether) would be 

classified as an “unregulated token” but this analysis may be different for different forms of cryptocurrencies.

It should be noted that in some cases the terms “virtual asset” and “digital asset”, and “virtual currency” and “digital 

currency” are used interchangeably with cryptoasset and cryptocurrency. However, sometimes the scope of the assets 

that fall within those terms is different and care should be taken not to assume the terms have the same meaning.

The UK government established a Cryptoassets Taskforce, comprising the FCA, the Bank of England (BoE) and HM 

Treasury, to assess the policy and regulatory implications of cryptoassets, and the underlying technology (distributed 

ledger technology (DLT)) in financial services. 

The taskforce has established a framework for categorising cryptoassets, which the FCA has subsequently used as 

starting point for producing guidance on the extent to which different types of cryptoasset fall within the regulatory 

perimeter set by FSMA and the RAO.

6QUESTION

How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

Initial Coin Offering

At this time, this term has not been defined by UK legislation. An ICO may or may not fall within the FCA's regulatory 

perimeter depending on the nature of the tokens (the terms used by the FCA to denote different types of cryptoassets) 

issued, and the legal and regulatory position of each ICO proposition must be assessed on a case by case basis.
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Security tokens

Security tokens are currently defined by the FCA as any token, which constitutes a “specified investment” (i.e. an 

investment regulated in the UK). Therefore, if a token has the same or similar characteristics to a “share” or “debenture” it 

would likely be deemed to be a specified investment and, as such, any regulated activity in relation to that token (e.g. 

arranging for persons to acquire the security token) will be regulated in the UK. The FCA has noted that even if a token 

which looks like a share is not a transferable security (for instance, it has restrictions on transferability), it may still be 

capable of being a “specified investment” for UK purposes and therefore regulated.

Initial Exchange Offering

At this time, this term has not been defined by UK legislation.

Stable Coins

As stated above in section 4, the UK government is currently considering the establishment of a new regulated stable token 

category which would apply to tokens that seek to stabilise their value volatility by reference to other assets as well as other 

payment tokens and tokenised central bank money. 

A stablecoin structured in a way that means it constitutes electronic money - issuing or providing wallet services in relation 

to such a stablecoin - would be likely to trigger the application of both the PSRs and EMRs.

Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

There is no regulatory regime that deals uniquely with cryptocurrency trading platforms. Instead, the current laws and 

regulations apply. In addition to the regulations and legislation already noted elsewhere in this UK guide, there are certain 

sales regulations which should be considered relating to the sale of cryptocurrencies in the UK. These principally fall into 

the following three areas:

UK prospectus requirements

FSMA, in conjunction with the EU Prospectus Regulation, imposes requirements for an approved prospectus to have been 

made available to the public before: a) transferable securities are offered to the public in the UK; or b) a request is made for 

transferable securities to be admitted to a regulated market situated or operating in the UK, unless an exemption applies.

Guidance from the FCA provides that cryptocurrencies that are security tokens (i.e., only those cryptocurrencies that 

amount to a specified investment under the RAO other than electronic money) may be transferable securities. 

Cryptocurrencies (such as Bitcoin, Litecoin and Ether, for example) and cryptocurrencies with substantially similar 

features to such cryptocurrencies are likely to be regarded as exchange tokens, rather than security tokens. Therefore, the 

UK prospectus requirements should not generally apply to the sales of such cryptocurrencies but care should be taken in 

each case.

UK restriction on financial promotions

FSMA also contains a restriction on 'financial promotions', which apply separately and in addition to the UK prospectus 

requirements. In short a person who is not appropriately authorised must not, in the course of business, communicate an 

invitation or inducement to engage in investment activity in a way that is capable of having an effect in the UK unless the 

communication is approved by an appropriately authorised person or an exemption applies. 

Sales of cryptocurrencies (such as Bitcoin, Litecoin and Ether) and cryptocurrencies with substantially similar features to 

these cryptocurrencies should not generally breach the UK restrictions on financial promotions. However, we would advise 

that an analysis of the sale in question should be performed in each case as related offerings, such as funds providing 

exposure to unregulated cryptocurrencies, may well breach the restrictions, although certain exemptions may be relevant.

General advertising, online/ distance selling and consumer protection legislation

In addition to the UK financial regulatory framework, there is various general advertising, online/distance selling and 

consumer protection legislation that is potentially applicable to sales of cryptocurrencies or the offering of services related 

to cryptocurrencies (such as exchange or wallet services) in or from the UK.
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Certain of these provide consumers with significant statutory rights and remedies against supplies of goods, services and 

digital content and impose restrictions on the kinds of contractual terms that can be enforced against consumers. The 

application of such legislation may also depend on whether or not the business being conducted is subject to UK financial 

regulation.

The FCA imposed a ban on the marketing, distribution and sale to retail clients of derivatives and exchange traded notes 

(ETNs) referencing certain types of cryptoassets with effect from 6 January 2021. The ban applies to products referencing 

unregulated transferable cryptoassets. It does not relate to security tokens (that is, those that qualify as specified 

investments), which fall inside the FCA's regulatory remit. So, derivatives referencing security tokens are not within scope 

of the ban. 

For the purposes of this ban, "marketing" includes but is not limited to communicating and approving financial promotions. 

Distribution or sale includes dealing in relation to cryptoasset derivatives and cryptoasset exchange traded notes.

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

UK AML requirements are principally contained in the Money Laundering, Terrorist Financing and Transfer of Funds 

(Information on the Payer) Regulations 2017 (“MLRs”).

The MLRs implement the Fourth EU Money Laundering Directive in the UK and impose various requirements on 

businesses that are within their scope, including: the requirement to perform a firm-level AML risk assessment; 

organisational requirements relating to AML (including systems and controls and record-keeping requirements); customer 

due diligence obligations when establishing a business relationship with a customer or when transacting above a certain 

threshold; and ongoing monitoring obligations. The MLRs only apply to those businesses that have been identified as the 

most vulnerable to the risk of being used for money laundering or terrorist financing.

On 10 January 2020, the MLRs were amended to incorporate the Fifth EU Money Laundering Directive (“MLD5”) into UK 

law. This change brought Cryptoasset Exchange Providers (“CEPs”) and Custodian Wallet Providers (“CWPs”) within the 

scope of the MLRs. As such, the MLRs impact upon any person conducting cryptoasset business of a kind that is captured 

by the new definitions of CEP or CWP in the UK (including, for example, existing UK authorised financial services firms that 

carry on relevant cryptoasset business).

For the purposes of the MLRs, “CEPs”, “CWPs” are defined as follows:

CEP: “a firm or sole practitioner who by way of business provides one or more of the following services, including where the 

firm or sole practitioner does so as creator or issuer of any of the cryptoassets involved, when providing such services:

exchanging, or arranging or making arrangements with a view to the exchange of, cryptoassets for money or 
money for cryptoassets,
exchanging, or arranging or making arrangements with a view to the exchange of, one cryptoasset for another, or
operating a machine which utilises automated processes to exchange cryptoassets for money or money for 
cryptoassets.”

CWP: “a firm or sole practitioner who by way of business provides services to safeguard, or to safeguard and administer:
cryptoassets on behalf of its customers, or
private cryptographic keys on behalf of its customers in order to hold, store and transfer cryptoassets, when 
providing such services.”

A person may be a CEP or CWP irrespective of whether they are otherwise regulated in the UK if they carry on cryptoasset 
business of a kind that is captured by the above definitions. As such, the new requirements relating to cryptoasset business 
in the MLRs apply to both regulated and unregulated cryptoasset businesses in the UK. Notably, the definition of a CEP 
goes beyond the requirements of MLD5, capturing crypto-to-crypto exchanges (in addition to crypto-to-fiat exchanges). 
The CEP definition may also capture market participants that would not ordinarily be regarded as 'exchanges'. For 
example, cryptoasset brokers that buy and sell cryptoassets for their customers or for their own account are likely to be 
captured by the definition, in addition to exchanges that facilitate interactions between buyers and sellers of cryptoassets. 
Issuers of cryptoassets may also be captured in certain circumstances.

Typically, providers of non-custodial cryptoasset wallet software will not be captured by the CWP definition.

CEPs and CWPs are required to register with the FCA before carrying on relevant cryptoasset business in the UK. The FCA 
clarified that existing UK authorised persons (including existing UK banks, investment firms, electronic money institutions 
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and payment services businesses) undertaking relevant cryptoasset business must apply for registration. Registration 
must be completed via the FCA's online system, Connect, and applicants must provide a significant amount of information 
relating to their business and all staff who hold relevant functions to allow the FCA to assess whether or not the applicant is 
fit and proper. An applicant for registration must provide various information, including: a programme of operations; a 
business plan; a description of the applicant's structural organisation; a detailed guide to the applicant's IT systems and 
controls; and details of relevant individuals, beneficial owners and close links.

In addition to the ordinary AML requirements that apply generally to businesses within the scope of the MLRs (including 
CEPs and CWPs), there is a specific additional requirement that a business whose relevant cryptoasset activity does not 
fall within the scope of the Financial Ombudsman Service or the Financial Services Compensation Scheme must inform its 
customers of this fact before entering into a relevant business relationship or transaction. There are also specific reporting 
requirements that apply to CEPs and CWPs. 

In the UK a private sector body, the Joint Money Laundering Steering Group, published sector-specific guidance relating to 
cryptoasset businesses. This guidance clarified the scope of the MLRs in relation to cryptoassets, discussed the money 
laundering and terrorist financing risks pertinent to the sector, assessed these risks and provided guidance on how CEPs 
and CWPs might interpret the AML requirements under the MLRs (e.g., customer due diligence, transaction analysis, 
record keeping and sanctions screening) as would be appropriate to the cryptoasset sector.

The FCA is the anti-money laundering (AML) and counter-terrorist financing (CTF) supervisor of certain UK cryptoasset 
businesses under MLRs.

The MLRs  allow for a risk-based approach to AML and CTF. Among other things, this degree of flexibility is intended to 
increase the efficiency and effectiveness of the systems and controls cryptoasset businesses put in place. Senior 
management of cryptoasset businesses have the flexibility to develop and manage their business to minimise and mitigate 
the money laundering and terrorist financing risks in a tailored way. This means they can focus their business' resources 
where they are most effective and where the risk is highest.

The UK government's AML and CTF policy is to keep the MLRs high level and support them with industry guidance.

The regime for cryptoasset businesses under the MLRs  came into force on 10 January 2020. The FCA has expected 
cryptoasset businesses to comply with regime since this date, whether or not they are yet FCA registered under the MLRs.

Amendments to the MLRs made to reflect the UK's withdrawal from the EU came into force at the end of the Brexit transition 
period at 11pm on 31 December 2020. However, by virtue of an FCA standstill direction, firms have until 31 March 2022 to 
comply with these changes. 

The PSRs regulate activities with regards to funds, which are defined as "banknotes and coins, scriptural money and 
electronic money". This means that services relating to cryptoassets themselves, such as the operation of a cryptoasset 
account or transmission of cryptoassets are not within the scope of the PSRs (unless the cryptoasset in question meets the 
definition of “e-money”).

However, a payment service that relates to funds and uses cryptoassets to facilitate the service will be in scope. The 
regulated payment service is the payment service provided to specific clients (for example, clients at each end of a money 
remittance service). The dealings between PSPs to deliver the end payment arising from that service (which might involve 
the use of cryptoassets) is not regulated. 

Generally, the MLRs apply to businesses identified as most vulnerable to the risk of being used for money laundering and 
terrorist financing purposes. Businesses within scope are referred to in the MLRs as "relevant persons". (Relevant persons 
include "cryptoasset exchange providers" and "custodian wallet providers"). Cryptoasset exchange providers and 
custodian wallet providers are only relevant persons if they are acting in the course of business carried on in the UK. 

Is there any bill in process in your jurisdiction regarding cryptocurrency?

Not at this time. As noted above, the UK Government is currently consulting on stable tokens as a means of payment. If the 
Government's proposals are adopted, the FCA will consult on rules applying these proposals. It would mean stable tokens 
used for payment and services would in the future become regulated giving consumers protections under the rules.
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Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

There is no blockchain-specific legislation or regulatory rules addressing blockchain technologies in the UK. As noted 

above, certain activities using blockchain technology may still be regulated but this will depend on the specific activity and 

the nature of the underlying technology itself. 

This means that to determine whether an institution is carrying on a regulated activity relating to a cryptoasset that requires 

it to be authorised under FSMA, the same considerations apply as for any other activity. 

11 QUESTION

Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

In the interests of improving legal certainty in this regard, the UK Jurisdiction Task force of the UK government's LawTech 
Delivery Panel (“UKJT”) consulted on what it perceived to be the principal issues of legal uncertainty about the status of 
cryptoassets (including cryptocurrencies) and smart contracts under English private law. These included questions 
focused on: 

whether and how cryptoassets can be characterised as personal property; 
whether cryptoassets are amenable to concepts such as possession and bailment; 
whether and how security interests may be granted over cryptoassets; and 
how cryptoassets should be treated for the purposes of UK insolvency law.

In a legal statement, the UKJT concluded that cryptoassets have all the legal characteristics of property and should, as a 

matter of English legal principle, be treated as property. The statement also concluded that the intangibility of cryptoassets 

should not disqualify them from being property. Since the publication of the legal statement (which in itself is not legally 

binding) it has been adopted by the High Court, which held in one case, AA v Persons Unknown [2019] EWHC 2556 

(Comm), that cryptoassets were a form of property capable of being the subject of a proprietary injunction.

As to licensing requirements, whether or not a person requires authorisation to perform their activities in relation to 

cryptocurrencies in the UK will depend on whether they are conducting “regulated activities” as defined by FSMA, or 

payment services/e-money activities that require authorisation under the PSRs or the EMRs. The registration requirement 

for cryptoasset businesses under the MLRs must also be kept in mind. As noted above, a person's activities in relation to 

cryptocurrencies may still be subject to UK financial regulation even where the underlying cryptocurrency involved is not a 

specified investment. A classic example of this is establishing, operating, marketing or managing a fund that offers 

exposure to unregulated cryptocurrencies by way of business - this kind of activity may well trigger licensing requirements 

in the UK. For the time being, cryptocurrencies are also unlikely to be permissible for inclusion in fund products (for 

example, exchangetraded funds) that require approval from the FCA: it has been made clear that the FCA will not authorise 

or approve the listing of a transferable security or a fund that references exchange tokens unless it has confidence in the 

integrity of the underlying market and that other regulatory criteria for funds authorisation are met.

Currently, there are no bespoke UK tax rules applicable to cryptocurrencies. Therefore, existing tax principles and rules 

apply generally (although some uncertainty remains as to their application).

The UK tax authority HMRC considers that cryptoassets are cryptographically secured digital representations of value or 

contractual rights that can be transferred, stored and traded electronically (i.e., the definition adopted by the Taskforce). 

HMRC has identified three types of cryptoassets - exchange tokens, utility tokens and security tokens. However, HMRC 

will look at the facts of each case and apply the relevant tax provisions according to what has actually taken place. The 

classification of crypto assets is not necessarily determinative of their tax treatment, which will depend on the nature and 

use of the cryptoasset in question.
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Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

At the Federal Level

In the United States, no federal statute or comprehensive body of regulation has been enacted which governs 
cryptocurrencies or transactions in cryptocurrencies.  This is, perhaps, not surprising, given that a cryptocurrency, in itself, 
does not have inherent attributes that determine its legal nature. In the broadest possible sense, cryptocurrencies 
constitute a form of “property” and, viewed in that light, they are subject to the state (not federal) laws that govern property 
rights in the U.S.

Nevertheless, because the creators of cryptocurrencies often grant them specific legal attributes, it is by reference to those 
attributes that cryptocurrencies have been regulated by U.S. federal law. Some of the federal legal regimes that have been 
applied to cryptocurrencies, or transactions in cryptocurrencies, include:

Securities Laws.  A cryptocurrency that represents a security is governed by the same laws and regulations 
applicable to securities in general.  That is the case, for example, of a bond, note or share of common stock issued in 
the form of a cryptocurrency.

In addition, because cryptocurrencies have been widely used as instruments to raise capital, it is not surprising that 
the Securities and Exchange Commission, the federal agency that administers the federal securities laws in the U.S. 
(the “SEC”), developed an early interest in them. The process of finding that transactions in cryptocurrencies are 
subject to the federal securities laws was made possible by the fact that the definition of “security” in such laws 
includes, not only instruments traditionally considered as such (like shares of common or preferred stock or bonds), 
but also transactions entered into as a result of one party having led the other to the agreement by creating in the latter 
expectations of profit similar to those that typically accompany an investment in a security. These transactions, 
referred to in the federal securities statutes as “investment contracts” constitute “securities” in their own right, 
irrespective of the nature of the subject matter involved. 

This being the case, it is not surprising that entrepreneurs that have sold so-called digital “tokens” (a form of 
cryptocurrency) as a means to raise capital for the further development of projects that may one day provide the 
platform in which the token could have a practical use have been found to have violated the provisions of the 
Securities Act of 1933, as amended (the “Securities Act”), which, subject to certain exemptions, require registration 
with the SEC of any offering or sale of securities.

Similarly, market intermediaries that facilitate or otherwise become involved in putting together sellers and buyers of 
cryptocurrencies, as well as the electronic venues where such buyers and sellers interact with each other, have been 

1 QUESTION

AUTHORS BrownRudnick's “Digital Commerce Practice”

LAW FIRM

CONTACT brownrudnick.com/contact-us +1 617 856 8586

I

a

 As used in this document, “cryptocurrency” refers to an encrypted digital record created and susceptible to being transferred pursuant to protocols that 
use distributed ledger technology.  
The 1946 Supreme Court decision in SEC v. Howey Co., 328 U.S. 293, held that “an investment contract for purposes of the Securities Act means a 
contract, transaction or scheme whereby a person invests money in a common enterprise and is led to expect profits solely from the efforts of the 
promoter or a third party.”  This definition gave rise to the so-called Howey Test according to which a finding that a transaction constitutes an investment 
contract requires proof of (i) an investment of money, (ii) in a common enterprise, (iii) where investors are led to expect profits, (iv) from the efforts of 
others.  Over the years courts and regulators have found that an investment contract may exist in the sale of assets as varied as orange groves (the 
asset involved in Howey), real estate, whiskey warehouse receipts, claims under life insurance policies, etc.

1

2

1

2
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found to have violated the provisions of the Securities Exchange Act of 1934, as amended (the “Exchange Act”), that 
requires registration with the SEC of securities brokers and the operators of securities exchanges.

The SEC announced how it intended to approach transactions in cryptocurrencies on July 25, 2017, when it 
published what became known as The DAO Report.  In the Report, the SEC indicated that:

USA

“The Commission is aware that virtual organizations and associated individuals and entities increasingly are 
using distributed ledger technology to offer and sell instruments such as DAO Tokens to raise capital. These 
offers and sales have been referred to, among other things, as “Initial Coin Offerings” or “Token Sales.” 
Accordingly, the Commission deems it appropriate and in the public interest to issue this Report in order to 
stress that the U.S. federal securities law may apply to various activities, including distributed ledger 
technology, depending on the particular facts and circumstances, without regard to the form of the organization 
or technology used to effectuate a particular offer or sale. In this Report, the Commission considers
the particular facts and circumstances of the offer and sale of DAO Tokens to demonstrate the application of 
existing U.S. federal securities laws to this new paradigm.”

Additional informal guidance on the application of the federal securities laws to transactions in cryptocurrencies came 
in the form of:

Digital Asset Transactions: When Howey Met Gary (Plastic),  a speech delivered by the Director of the Division of 
Corporation Finance on June 14, 2018, at the Yahoo Finance All Markets Summit: Crypto; and

The Statement on Digital Asset Securities Issuance and Trading, the November 16, 2018, collective guidance of 
the staffs of the SEC’s Divisions of Corporation Finance, Trading and Markets and Investment Management 
regarding the application of the Securities Act, the Exchange Act and other relevant statutes to issuers of and traders 
in and trading venues for cryptocurrencies.

In 2019, the staff of the SEC provided more granular guidance regarding their approach to the examination of 
cryptocurrencies under the Securities Act by publishing the Framework for “Investment Contract” Analysis of Digital 
Assets. 

Additional information regarding how the SEC applies to cryptocurrencies the federal statutes it administers may be 
found on the site of the SEC's Strategic Hub for Innovation and Financial Technology (“FinHub”), the SEC’s office 
specialized in the application of the securities laws to innovative technologies.  

b Commodities and Derivatives Regulations. Commodities and derivatives are regulated in the U.S. under the 
federal Commodity Exchange Act (the “CEA”), a statute that has been applied to transactions in cryptocurrencies 
found not to involve securities, and to venues where derivatives on cryptocurrencies are traded.  The Commodity 
Futures Trading Commission (“CFTC”), the federal agency that administers the CEA, primarily regulates commodity 
derivatives contracts, the venues where such contracts are traded and the participants in such markets. The CFTC 
has limited regulatory authority regarding commodity cash markets; however, that limited authority does extend to 
anti-fraud and antimanipulation activities in such cash markets. 

The CFTC considers Bitcoin, and other virtual currencies,  as commodities for the purposes of the CEA.  Given the 
broad definition of “commodity” in the CEA, it is to be expected that, in appropriate circumstances, the CFTC will 
assert that transactions in other types of cryptocurrencies that do not constitute securities also come within its 
jurisdiction.

Additional guidance materials published by the CFTC in connection with its oversight of activities involving virtual 
currencies may be found in The CFTC’s Role in Monitoring Virtual Currencies.

Anti-Money Laundering Regulations. The main federal statute dealing with anti-money laundering is the Currency 
and Foreign Transactions Reporting Act of 1970 (the “Bank Secrecy Act” or “BSA”). In 2013, the Financial Crimes 
Enforcement Network, a bureau of the Department of the Treasury (“FinCen”), published an interpretive Guidance 
(the “2013 Guidance”) clarifying how regulations issued under the Bank Secrecy Act to combat money laundering 
apply to transactions involving the acceptance or transmission of cryptocurrencies that meet the definition of “virtual 

c

 Representative enforcement actions instituted by the SEC include, for example, Airfox and EtherDelta.
The SEC uses the term “digital asset” to refer to what in this document is called “cryptocurrency.”  Footnote 2 of the Framework referred to in the text 
indicates that “[t]he term ‘digital asset,’ as used in this framework, refers to an asset that is issued and transferred using distributed ledger or blockchain 
technology, including, but not limited to, so-called ‘virtual currencies,’ ‘coins,’ and ‘tokens.’”
 See, e.g., In re: Bitfinex.
 See, e.g., enforcement action against Coinbase.
 According to the CFTC, a “virtual currency” is “a digital representation of value that functions as a medium of exchange, a unit of account, and/or a store 
of value.”  See, A CFTC Primer on Virtual Currencies.
 Under the CEA, the term “commodity” includes anything, except onions and motion picture box office receipts, in which futures can be traded. 
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currencies.”  The 2013 Guidance was substantially expanded in 2019 to cover the Application of FinCen’s 
Regulations to Certain Business Models Involving Convertible Virtual Currencies.

Banking regulations. The Office of the Comptroller of the Currency (the “OCC”) is an independent bureau of the 
Department of the Treasury that charters, regulates and supervises national banks, federal savings associations and 
federal branches and agencies of foreign banks. Regarding transactions involving cryptocurrencies by the financial 
entities under its supervision the OCC has issued three interpretive letters:

5

d

Interpretive letter 1170, issued on July 22, 2020, concluded that “providing cryptocurrency custody services, 
including holding the unique cryptographic keys associated with cryptocurrency, is a modern form of [. . .] traditional 
bank activities.”

Interpretive letter 1172, issued September 21, 2020, concluded that “national banks may receive deposits from 
stablecoin issuers, including deposits that constitute reserves for a stablecoin associated with hosted wallets.” 

Interpretive letter 1174, issued on January 4, 2021, announced that “a bank may validate, store, and record 
payments transactions by serving as a node on an [independent node verification network (“INVN”). Likewise, a bank 
may use INVNs and related stablecoins to carry out other permissible payment activities.”

Criminal enforcement. Guidance regarding how the U.S. Department of Justice approaches the criminal enforcement 
of federal statutes as they apply to cryptocurrencies may be found in the Cryptocurrency Enforcement Framework, a 
two-part report of the Attorney General’s Cyber Digital Task Force published in February 2018 and October 2020. This 
report indicates that “this technology already plays a role in many of the most significant criminal and national threats 
our nation faces.” Based on such premise, the DOJ has indicated that it plans to regulate criminal activity by applying 
existing laws to new technologies.

5

e

From a tax perspective, in 2014 the Internal Revenue Service (the “IRS”) published Notice 2014-21 announcing that, 
for federal income tax purposes, “virtual currencies” would be treated as property, not as currencies. Regarding the 
definition of “virtual currency” for purposes of the notice, the IRS explained:

f

“The Internal Revenue Service (IRS) is aware that 'virtual currency' may be used to pay for goods or services, or 
held for investment. Virtual currency is a digital representation of value that functions as a medium of exchange, 
a unit of account, and/or a store of value. In some environments, it operates like 'real' currency -- i.e., the coin 
and paper money of the United States or of any other country that is designated as legal tender, circulates, and 
is customarily used and accepted as a medium of exchange in the country of issuance -- but it does not have 
legal tender status in any jurisdiction.

Virtual currency that has an equivalent value in real currency, or that acts as a substitute for real currency, is 
referred to as “convertible” virtual currency. Bitcoin is one example of a convertible virtual currency. Bitcoin can 
be digitally traded between users and can be purchased for, or exchanged into, U.S. dollars, Euros, and other 
real or virtual currencies. For a more comprehensive description of convertible virtual currencies to date, see 
Financial Crimes Enforcement Network (FinCEN) Guidance on the Application of FinCEN's Regulations to 
Persons Administering, Exchanging, or Using Virtual Currencies (FIN-2013-G001, March 18, 2013).” 

On October 9, 2019, the IRS announced the issuance of Revenue Ruling 2019-24 (providing guidance regarding the 
tax treatment of cryptocurrency “hard forks” and “air drops”) and made available on its website a page with answers to 
Frequently Asked Questions on Virtual Currency Transactions.  Both the ruling and the FAQs introduced a distinction 
between “virtual currency” and “cryptocurrency” by defining the latter as “Cryptocurrency is a type of virtual currency 
that uses cryptography to secure transactions that are digitally recorded on a distributed ledger, such as a 
blockchain.”  
Since 2019 their FAQs page has been updated several times.

9

The staff of the SEC’s FinHub reacted to this OCC Interpretive Letter by issuing their own statement indicating that, in their view, a stablecoin may be a 
security under federal securities law.

9

At State Level

The regulation of cryptocurrencies at the state level mainly follows the pattern summarized above for the federal level to the 
extent that, in most instances, it entails the application to cryptocurrencies, or transactions in cryptocurrencies, of legal 
regimes developed prior to the advent of distributed ledger technology.  Any attempt to canvass the scope of the states' 
regulation of cryptocurrencies would vastly exceed the scope of this document. Nevertheless, two states deserve special 
mention: New York, which through its Department of Financial Services adopted in 2015 a licensing regulatory regime for 
virtual currency businesses that has been perceived by industry participants as unduly burdensome, and Wyoming, which 
has sought to become the most crypto-friendly state in the country.  

In many instances, specific state regulation of cryptocurrency activities is limited to so-called money services businesses 
(please refer to the answer to Question 9 below). A few states have also enacted legislation regarding the applications of 
their own securities laws to cryptocurrencies.

II
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Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

The regulation of providers of services relating to cryptocurrencies depends on the attributes of the cryptocurrency with 

respect to which the services are provided. For example, if a cryptocurrency is a security under federal securities laws, 

someone who intermediates purchases and sales involving that particular cryptocurrency needs to be registered under the 

Exchange Act as a broker or operate under an exemption from such registration requirements. Equivalent state-law 

requirements may apply and the local laws of the place where the marketing activities take place need to be complied with.

Similarly, someone engaged in what FinCen's anti-money laundering regulations refer to as “money services business” 

with respect to a cryptocurrency that is a virtual currency needs to register with FinCen and check the corresponding 

regulations of the different states in which it intends to operate in order to ascertain if additional local registration or 

licensing is required. See the response to Question 9 for further details.

2QUESTION

Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

Because cryptocurrencies are subject to federal regulation only to the extent that they are used or disposed of in activities 

or transactions that are otherwise regulated, there is, conceivably, a broad range of cryptocurrency-related services not 

presently regulated. For example, the services of a software programmer that creates cryptocurrency to be used by a 

customer in the customer's business, custodial services not accompanied by transmission services, and services provided 

in connection with loans that do not fall within any regulatory scheme (such as loans that are not governed by securities or 

consumer protection legislation), are not regulated.

3QUESTION

Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

At the federal level, the SEC is responsible for the administration and enforcement of the federal securities laws, the CFTC 

administers and enforces the CEA, and the Treasury Department administers the Bank Secrecy Act and the anti-money 

laundering and terrorism financing regulations thereunder. Each of these agencies conducts investigations and may 

impose different levels of monetary and other penalties of an administrative, disciplinary, or civil nature. When criminal 

enforcement is sought, cases are referred to the U.S. Department of Justice which handles criminal prosecutions through 

its network of U.S. Attorney Generals throughout the country. 

4QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

5QUESTION

Please refer to Part I of the answer to Question 1 above.
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How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

Although different federal agencies use the terms “virtual currency,” “digital asset,” and “cryptocurrency,” none of these 

definitions has been adopted by Congress and they all reflect the understanding of the relevant federal agency in 

connection with the application to cryptocurrencies of the statutes under its administration.

In the securities law area, one of the most notable judicial decisions involving cryptocurrencies was handed down in March, 

2020, by the District Court for the Southern District of New York in Securities and Exchange Commission v. Telegram Group 

Inc. and TON Issuer Inc., which enjoined the defendants from delivering to their purchasers 2.9 billion Gram tokens sold in 

early 2018 to 175 sophisticated investors and high net-worth individuals.

In Telegram, the defendants sold Gram tokens in transactions that admittedly constituted “investment contracts” under the 

Howey Test;  they claimed to have complied with the Securities Act by following Regulation D, and filed with the SEC the 

requisite notice. When they sought to deliver the Gram tokens sold to their purchasers, the SEC sued to enjoin them from 

proceeding with the delivery, arguing that such delivery would amount to the sale of a security without registration because 

it was part of a single scheme constituting a public offering in which the initial purchasers were acting as underwriters.  As 

such, the SEC argued and the court found, that Regulation D was not available because it only exempts transactions that 

do not constitute a public offering.  

6 QUESTION

How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

As explained above,  the SEC takes the position that most fundraising activities involving cryptocurrencies are securities 

offerings that must be either registered under the Securities Act or pursued in compliance with an exemption from such 

registration requirements. From the perspective of the federal securities laws, none of the terms used in the question has 

any meaningful connotation. Instead, U.S. practitioners distinguish among different types of securities offerings by 

reference to the manner in which they comply with the Securities Act. For example:

7 QUESTION

a “registered offering” refers to a public offering of securities that have been registered with the SEC under the 
Securities Act.  On May 3, 2021, INX Limited closed the first public offering of a cryptocurrency registered with the 
SEC under the Securities Act (the security involved was a token that entitled its holders to a share of certain cash 
flows from the issuer's operating activities); 

a Regulation A offering is a “mini-public offering” of securities in which, depending on the circumstances, no more 
than $75 million can be raised. This type of offering requires prior filing with, and approval by, the SEC of marketing 
materials and other information;

a Regulation CF offering is a form of public offering in which an issuer can sell no more than $5 million in securities 
in any 12-month period and certain restrictions regarding the amount that individual investors can purchase may 
apply;

a Regulation D offering is a private offering of securities that requires filing of a notice with the SEC and is subject to 
limitations regarding the type of investors that may purchase in the offering and compliance with certain other 
requirements;

a Rule 144A offering is an offering typically made with the involvement of an investment bank that purchases in bulk 
from the issuer and resells to institutional investors each of which is generally expected to have at least $100 million in 
investments; and

a Regulation S offering is an offering of securities that takes place outside the United States.

9

See footnote 2 above.
See answer to Question 7 below.
See answer to Question 1 above.
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Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

8QUESTION

To the extent that any of the cryptocurrencies being traded constitute securities under federal securities laws, trading 

platforms are subject to registration with the SEC under the Exchange Act. This registration subjects the platform to 

extensive record-keeping, reporting, compliance, and other requirements. In addition, if any type of trade in 

cryptocurrencies offered by the platform constitutes a futures contract, an option, a swap or any other form of derivative, 

registration with the CFTC is required. In all cases, compliance with Know Your Customer and Anti-Money Laundering 

regulations is required.

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

9QUESTION

The BSA requires financial institutions to assist U.S. government agencies to detect and prevent money laundering. For 

this purpose, the BSA requires financial institutions to keep certain records, file transaction reports, and to report 

suspicious activity that might signify money laundering, tax evasion, or other criminal activities. The 2013 Guidance 

differentiates three categories of persons engaged in activities involving virtual currencies:    “users,” “administrators,” and 

“exchangers:”

“Users” are defined as persons who obtain virtual currencies to purchase goods or services. 

“Exchangers” are persons engaged as a business in the exchange of virtual currency for real currency, funds, or 
other virtual currency.

“Administrators” are persons engaged in (as a business) issuing or putting into circulation a virtual currency and 
who have the authority to withdraw such virtual currency from circulation. 

While users are not considered money services businesses (“MSBs”), administrators and exchangers are, and thus, are 

subject to FinCen's registration, reporting, and recordkeeping regulations. Specifically, any exchanger or administrator 

that (1) accepts and transmits a convertible virtual currency or (2) buys or sells convertible virtual currency for any reason is 

a “money transmitter” (as defined in FinCen's regulations).

Most states have their own local regulation of money transmitters or MSBs. The Nationwide Multistate Licensing System & 

Registry operates an internet site that provides information regarding each state's requirements.

Is there any bill in process in your jurisdiction regarding cryptocurrency?

The Infrastructure Investment and Jobs Act approved by the Senate on August 10, 2021, includes a provision that would, if 

the bill becomes law, require “any person who (for consideration) is responsible for regularly providing any service 

effectuating transfers of digital assets on behalf of another person” to provide reports to the IRS with information regarding 

the gross proceeds from sales of, and the seller's adjusted basis in, any digital assets transferred during the period covered 

by the report. For these purposes, the bill proposes to define “digital asset” as “any digital representation of value which is 

recorded on a cryptographically secured distributed ledger or similar technology.”  

10QUESTION

See paragraph “c” of Part I of the response to Question 1 above.
The 2013 Guidance explains the term “virtual currency” as follows:
“FinCEN’s regulations define currency (also referred to as “real” currency) as “the coin and paper money of the United States or of any other country that 
[i] is designated as legal tender and that [ii] circulates and [iii] is customarily used and accepted as a medium of exchange in the country of issuance.”  In 
contrast to real currency, “virtual” currency is a medium of exchange that operates like a currency in some environments, but does not have all the 
attributes of real currency. In particular, virtual currency does not have legal tender status in any jurisdiction. This guidance addresses “convertible” 
virtual currency. This type of virtual currency either has an equivalent value in real currency, or acts as a substitute for real currency.”
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Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

12 QUESTION

As the Summer of 2021 comes to an end, the legal community in the U.S. has received with great interest the 
pronouncements of Gary Gensler, the Chairman of the SEC whose academic interest and expertise in blockchain 
technology has been the focus of attention since his nomination by the Biden administration last February. Speaking 
before the Aspen Security Forum on August 3, 2021, Chairman Gensler made several important points regarding 
cryptocurrency offerings, cryptocurrency markets and stable coins. In his view:

“Right now, we just don't have enough investor protection in crypto. Frankly, at this time, it's more like the Wild 
West.

“I believe we have a crypto market now where many tokens may be unregistered securities, without required 
disclosures or market oversight.

This leaves prices open to manipulation. This leaves investors vulnerable.

Over the years, the SEC has brought dozens of actions in this area, prioritizing token-related cases involving fraud 
or other significant harm to investors. We haven't yet lost a case.” (Footnote omitted) 

  

“The world of crypto finance now has platforms where people can trade tokens and other venues where people can 
lend tokens. I believe these platforms not only can implicate the securities laws; some platforms also can implicate 
the commodities laws and the banking laws.

[. . .]

The American public is buying, selling, and lending crypto on these trading, lending, and DeFi platforms, and there 
are significant gaps in investor protection.

Make no mistake: To the extent that there are securities on these trading platforms, under our laws they have to 
register with the Commission unless they meet an exemption.”   

 

“Next, I'd like to turn to stable value coins, which are crypto tokens pegged or linked to the value of fiat currencies.

Many of you have heard about Facebook's efforts to stand up a stablecoin called Diem (formerly known as Libra).

Due to the global reach of Facebook's platform, this has gotten a lot of attention from central bankers and 
regulators. This is not only due to general policies and concerns with crypto, but also due to Diem's potential impact 
on monetary policy, banking policy, and financial stability.

Maybe less well known to this audience, though, is that we already have an existing stablecoin market worth $113 
billion, including four large stablecoins — some of which have been around for seven years.

These stablecoins are embedded in crypto trading and lending platforms.

[. . .]

Thus, the use of stablecoins on these platforms may facilitate those seeking to sidestep a host of public policy goals 
connected to our traditional banking and financial system: anti-money laundering, tax compliance, sanctions, and 
the like. This affects our national security, too.

Further, these stablecoins also may be securities and investment companies. To the extent they are, we will apply 
the full investor protections of the Investment Company Act and the other federal securities laws to these products.”

Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

No law, resolution or official guideline has been enacted in the United States which regulates blockchain. 

11 QUESTION

Chairman Gensler concluded his remarks with the following words:

“Right now, large parts of the field of crypto are sitting astride of — not operating within — regulatory frameworks 
that protect investors and consumers, guard against illicit activity, ensure for financial stability, and yes, protect 
national security.
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Standing astride isn't a sustainable place to be. For those who want to encourage innovations in crypto, I'd like to 
note that financial innovations throughout history don't long thrive outside of our public policy frameworks.

At the heart of finance is trust. And at the heart of trust in markets is investor protection. If this field is going to 
continue, or reach any of its potential to be a catalyst for change, we better bring it into public policy frameworks.” 

In light of the foregoing, even more vigorous enforcement activities from the SEC should be expected.
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VIETNAM

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate cryptocurrency in your jurisdiction?

There are two types of virtual currency commonly known in Vietnam, in-game units which are used for making purchases in 

digital environments such as video games or contests, and cryptocurrencies. A third type is currently undergoing a pilot 

program and is a cash based digital payment which allows for non-banked individuals to deposit hard currency in their 

digital wallets. This chapter will limit its discussion to cryptocurrencies which made their market debut in Vietnam around 

2017.

Vietnam currently does not have any law or regulation particularly governing cryptocurrencies. Guidelines for this section 

are scattered in several legal instruments, such as the Prime Minister's directives (e.g., Directive 10 ) and official letters / 

official dispatches of the State Bank of Vietnam (SBV), i.e. the central bank (e.g., Official Letter 5747  ), and also can be 

implied from certain prevailing legal regulations (e.g., the regulations on non-cash payments, etc.). 

Which legislative and regulatory provisions, or any other guidelines or policies that govern or 
regulate entities or operators that provide services relating to cryptocurrency? Must they be 
registered or licensed by any specific regulatory authority?

In general, the laws of Vietnam do not recognize cryptocurrencies as legal means of payment. And in fact, the Government 

has taken steps to prohibit its use in Vietnam. The central bank, the SBV, is the state organ responsible for governing the 

trade in currencies and payments and as such, any regulations governing cryptocurrency's use, and all services related to 

its exchange, purchase or sale would fall under the SBV's purview. As it is, the SBV has declared that “cryptocurrencies in 

general, and Bitcoin and/or Litecoin in particular, are not legal means of payment in accordance with the laws of Vietnam. 

The issuance, provision and use of cryptocurrencies in general, and Bitcoin and/or Litecoin in particular (illegal means of 

payment) as currencies or means of payment are prohibited conduct(s).”.

Despite this prohibition, Vietnam has been consistently ranked as one of the most active countries in cryptocurrency 

ownership. Possession of cryptocurrency is not prohibited, only its use as a means of payment within Vietnam. Therefore, 

investment in cryptocurrency is not prohibited. However, there are no regulations protecting investors in cryptocurrency or 

governing investment in the sector. The state has actually warned investors about potential risks when injecting money into 

cryptocurrencies.

Directive No. 10/CT-TTg of the Prime Minister dated 11 April 2018 on enhancing the management of Bitcoin and other cryptocurrencies-related 
activities.

1

Official Letter No. 5747/NHNN-PC of the State Bank of Vietnam dated 21 July 2017.2

1 QUESTION

2 QUESTION
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Please describe which part or kind of services involving cryptocurrency that have yet to be 
governed or regulated.

Apart from being expressly prohibited from being used as a means of payment, the laws of Vietnam are currently silent on 

involving crypto in other fields. The Prime Minister has just announced as part of his five-year digital government strategy 

that he has assigned the SBV to study cryptocurrency with an eye to the possibility of adopting regulations for its use, but 

this recommendation was a single line item in a rather long document. For now, cryptocurrency is almost completely 

unregulated in Vietnam. 

3QUESTION

Which bodies are responsible for enforcing the applicable laws and regulations? What powers 
do they have?

As the regulator, the SBV performs the state management of banking and foreign currencies exchange activities. In 

addition, the SBV plays the role of a central bank issuing money, banking for credit institutions, and providing monetary 

services for the Government.

4QUESTION

How does the government or authority in your jurisdiction treat cryptocurrency (legal 
treatment and general approach)?

The Government and state agencies do not recognize cryptocurrency as a legal means of payment, and its issuance, 

provision or use in Vietnam is subject to administrative penalties. If such issuance, provision or use causes damage 

exceeding 100 million VND (approx. USD4,338) then the individual responsible will also be liable to criminal penalties. 

However, the possession of cryptocurrency and its use by citizens beyond the borders of Vietnam are not prohibited. The 

SBV has repeatedly issued regulations preventing banks or credit institutions in Vietnam from allowing their facilities to be 

used in the purchase of cryptocurrency as the Government has viewed cryptocurrency as a likely means to conduct 

fraudulent or illegal transactions. As already mentioned, investment in the sector through mining farms or legal purchase 

and holding of cryptocurrency do not seem to be illegal, only unregulated and unprotected. 

5QUESTION

How is cryptocurrency legally defined in your jurisdiction? Have there been any judicial 
decisions which have helped to define them with the existing legislations or court precedents? 
(e.g. as a currency, commodity, property)

In 2014, the SBV defined Bitcoin as “a kind of digital currency (virtual currency) which is neither issued by the government 

nor a financial institution but is created and operated based on the systems of computer connected to peer-to-peer internet 

network”. This definition was stated in a press release and not an official regulation and there has been no further 

statements regarding how the SBV or the Government might define cryptocurrency.

6QUESTION

VIETNAM
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How are different type of fundraising activity involving cryptocurrency defined in your 
jurisdiction? (i.e. Initial Coin Offering (ICO), Security Token Offering (STO), Initial Exchange 
Offering (IEO) & Stable Token)?

In 2020, the National Assembly, as the Vietnam's legislative body, has adopted a new investment law. In that law, it sets out 

a list of sectors that are prohibited for investment and a list of sectors that are subject to conditions. Sectors not on either list 

are open to investment without conditions. While certain financial and credit related sectors are on the list of sectors subject 

to conditions, and cryptocurrency could be inferred to be included in some of those, cryptocurrency is on neither the list of 

sectors prohibited for investment nor those subject to conditions. In practice, no licensing authorities in Vietnam would 

issue an investment registration certificate to someone seeking to invest in cryptocurrency. This is the case despite the fact 

that investment in cryptocurrency is not technically illegal. For now, there are no formal mechanisms for investing in 

cryptocurrency recognized by the State.

7 QUESTION

Are cryptocurrencies trading platforms subject to a specific regulatory regime in your 
jurisdiction? Must they be registered or licensed by a regulatory authority? Upon being 
licensed are they allowed to accept legal currency?

Cryptocurrencies are not considered as either a legal form of payment in Vietnam, nor are they classified as a type of 

property.  As such, the establishment and/or operation of a trading platform or a crypto exchange for an asset which is not 

legally recognized, has yet to be permitted in the country. 

8 QUESTION

What is the is the current approach in your jurisdiction to the treatment of cryptocurrency 
regarding money laundering and terrorist financing?

The SBV has been directed to instruct credit institutions and organizations providing intermediary payment services: (i) not 

to implement transactions related to cryptocurrencies, and (ii) enhance the examination and timely report of suspicious 

transactions related to cryptocurrencies. The SBV is also to cooperate with the Ministry of Public Security to detect and 

handle violations related to cryptocurrencies. Other Ministries (e.g., Ministry of Finance, Ministry of Public Security, 

Ministry of Justice, etc.) are also required to take corresponding actions in furtherance of monitoring transactions. This 

caution was recently extended further to include ATMs and bank card payment locations in relation to their use in payments 

for cryptocurrencies as they are deemed by the State to involve a high risk of money laundering or terrorist financing. 

9 QUESTION

Is there any bill in process in your jurisdiction regarding cryptocurrency?

As mentioned earlier, in June this year, the Prime Minister issued his five-year strategy for digital government which 
includes a line item encouraging the SBV to study cryptocurrency on the blockchain and make recommendations 
regarding its possible adoption. We have also seen other reports regarding SBV committees formed to study 
cryptocurrency in the past two years, however, we have seen no evidence that these committees are actually conducting 
any activities nor issuing any reports to the public. 

10 QUESTION

3

Under Article 105 of Law No. 91/2015/QH-13 dated 24 November 2015, the Civil Code, “property” is defined to comprises objects, money, valuable 
papers and property right. Property includes immovable property and movable property. Immovable property and movable property may be existing 
property or off-plan property. 

3

47



Is there any Law, Resolution or official guideline that regulate blockchain in your jurisdiction?

There are no particular regulations on blockchain. However, the Government seems to favour and encourage the 

application of blockchain technology. In a report presented to the Government in March 2020, the Ministry of Justice was 

researching and planning to complete the legal corridor in relation to applying and promoting products and services which 

are developed on blockchain-based platforms. The Prime Minister is also considering the implementation of a regulatory 

sandbox for certain FinTech including blockchains. 

11QUESTION

Are there any other key issues concerning cryptocurrency in your jurisdiction that legal 
practitioners should be aware of?

Aside from the potential administrative and criminal penalties for the issuance, provision, or use of cryptocurrencies, the 

Government is perhaps motivated in its prohibition of the technology by early fraudulent enterprises that abused the trust of 

the Vietnamese people. Vietnam was an early adopter of the technology and several cryptocurrencies proved to be scams. 

This prompted the initial prohibition of the technology and the Government has yet to see a reason to reverse this decision. 

Perhaps the new five-year strategy may be a sign that the Prime Minister is now willing to consider cryptocurrency as a 

potentially legitimate technology for future adoption. For now, however, it remains a largely offshore means for parking 

investments by Vietnamese citizens. 

12QUESTION

VIETNAM
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